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WELCOME

Who should use this guide

BMO Harris Online Bankings'\’I for Small Business Company System Administrator (CSA) User Guide, or
the CSA Guide for short, is for small business owners or managers who need to perform administrative
functions with BMO Harris Online Banking Cash Management.

What it covers

The CSA Guide covers BMO Harris Online BankingSM for Small Business functions and procedures of
interest to company system administrators, such as customizing account settings, creating User IDs and
temporary passwords, and managing user access to the system. It does not cover basic online banking
functions available to general users, such as making payments or checking balances. Those functions
are discussed in the Guide to BMO Harris Online Banking®" for Small Business.

How it is organized

The first two chapters, Welcome and Getting Started, get you oriented and walk you through logging in for
the first time. Getting Started also includes an overview of the company system administer (CSA) role and
talks about the BMO Harris Online BankingSM for Small Business features you might use as a CSA.

The next four chapters — Setting Account and Other Preferences, Managing Users, Configuring User
Access and Entitlements, and Administering Optional Features — go into detail about each of these
administrative functions and the procedures you need to perform them. They each begin with a general
overview of the topic, followed by step-by-step instructions for performing the tasks associated with it. Not
all of the chapters may pertain to you. See the CSA Overview to find out which ones do.

The rest of the guide contains help and reference material, including a list of Quick Links to Procedures,
with links to all the procedures given in this guide.

What the symbols mean

To help you quickly see which procedures and sections of the CSA Guide pertain to you, we use symbols
to identify when a particular version of the product or an optional product or feature is being discussed.

Multi-user version of BMO Harris Online Banking for Small Business

Bt
Bill Pz Bill Pay— Optional self-enroliment product for making online payments
ACH Automated Clearing House Option — Add-on product for making electronic payments

and collections via the ACH network

Company System Administrator Guide 1
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] Dual Authorization Option — Add-on features for multi-user systems that require two

ual Approval
approvers for making changes to user profiles (User Dual Authorization) or to templates
(Template Dual Authorization).

E’ﬂmﬁg Enhanced Reporting Option — Add-on product that provides additional reports and the

ability to create custom reports.

When you see one of these symbols next to a chapter title or subheading, it means everything in that
chapter or section pertains to that particular product or feature.

When you see one of these symbols next to a procedure, it means you can’t perform the procedure
unless this product or feature is installed.

Where to get help

Help in this document is provided in Appendix A: Entry Field Help. Entry Field Help lists all the entry fields
you might supply information for when filling out forms and where you will find them, along with guidelines
for filling them out correctly.

If you need help while using BMO Harris Online Banking, click Help at the top of any screen or contact
BMO Harris Online Services.

BMO 9 Harris Bank .
T I T T T T

Wyllank  Rhals & Bisages Pt mon

My Bank

e e e 0, T 0 . B A e )

Company System Administrator Guide 2



CSA GUIDE

GETTING STARTED

In this chapter we give you an overview of the CSA role as well as step-by-step instructions for logging in
your first time. We also tell you which sections of this guide pertain to your type of installation.

CSA Overview

A Company System Administrator (CSA) is the person who performs online banking administrative tasks
at the company site. These tasks include things like changing how account information is displayed,
setting up new users and their access to different accounts and banking functions, and enrolling in
services like bill pay. Usually a small business has only one CSA, but sometimes, when a company uses
the Dual Authorization option for example, it has more than one.

WHO SHOULD BE A CSA

Since a CSA controls access to the company’s bank accounts, that person is usually someone who is
responsible for the business, such as a business owner or manager. Because a CSA has so much power,
it's important to be careful about who is given that role. That's why one of the things a CSA can’'t do is
create another CSA-level user. You have to contact BMO Harris Online Services to do that. This is a
security measure to protect your company.

FUNCTIONS A CSA PERFORMS

The functions a CSA performs depend on the type of installation. When you sign up for BMO Harris

Online Banking for Small Business, you can choose between single-user and multi-user versions and

select any number of optional products and features, which may have additional administrative tasks

associated with them. Generally, though, the CSA'’s functions fall under the following categories:
Setting account and other company preferences

2. Managing users and their associated information — User IDs, passwords, contact
information, roles, etc.

3. Configuring user access to accounts, functions and services

4. Administering optional features
These categories correspond to the next four chapters in this guide:

Setting Account and Other Preferences
Managing Users

Configuring User Access and Entitlements

P 0N~

Administering Optional Features

In the next section, we tell you which of these chapters pertain to you and the sections you should
familiarize yourself with.
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TIP: Once you are familiar with the topics, use Quick Links to Procedures, to quickly go to
instructions for performing a task.

Where to go from here

SINGLE-USER INSTALLATION

If you have the single-user version of online banking, your job as a CSA is relatively easy. You can skip
the chapters dealing with users and user access, since they pertain only to multi-user installations.

Procedures and topics that pertain only to multi-user systems are identified with the @ (multi-user)

LIPS

icon.

Read the chapter on Setting Account and Other Preferences, if you don’t want to use the default settings
for displaying accounts or you'd like to change your preferences. (If you'd like to receive marketing
emails, for example, and have them sent to a secondary email address, those instructions can be found
in this chapter.) Also, if you plan on using bill pay, ACH or other add-on products and services, look at the
chapter on Administering Optional Features.

Keep in mind that the screens shown in the instructions are taken from a multi-user system, so some of
them may look slightly different from yours. (Yours won'’t have an Administration tab, for example.) But

unless you see the @ (multi-user) icon at the beginning of the procedure, the instructions are valid for

[ LA ]

both single-user and multi-user versions.

MULTI-USER INSTALLATION

If you have the multi-user version of the system, read the chapter on Setting Account and Other
Preferences, and if you plan on using bill pay, ACH or other add-on products and services, look at the
chapter on Administering Optional Features as well. Be advised that a business customer can not have
personal bill pay and multi-user. If they do, they will be notified to remove it and will no longer have
payments being made from their personal bill pay. But your main job as a CSA is to set up users and
manage their access to accounts and banking functions.

Setting up users involves creating user IDs, assigning temporary passwords and entering contact
information into the system. You may also occasionally need to update this information or delete users.
All of these functions are covered in the Managing Users chapter.

Once you add users to the system, you need to give them access to accounts and banking functions.
This is done by granting permissions and entitlements. Permissions and entitlements, along with
guidelines and instructions for assigning them, are explained in the chapter Configuring User Access and
Entitlements.

Finally, some of the optional features a multi-user company might take advantage of involve
authorizations by approvers. As a CSA, you may grant permission to other users to approve transactions
or you may be an approver yourself. The concepts behind authorizations as well as instructions for giving
them are covered in the Approval and authorization options section of the Administering Optional
Features chapter.

Company System Administrator Guide 4
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Logging in for the first time

Before you begin, make sure you have obtained a CSA-level login ID and password from BMO Harris
Bank.

The first time you log in, you will be asked to change your password and to create a security profile for
your user ID. This ensures we can recognize you if you forget your password or if someone tries to log in
with your user ID from an unknown location. After you have set up your security profile, you will be able to
go directly to your accounts.

If you have any problems logging in or setting up your profile, contact BMO Harris Online Services.

LOG IN
To log in to BMO Harris Online Banking:

1. Open a browser and go to bmoharris.com.

2. Inthe Secure Log In box, choose Online Banking from the dropdown menu.
3. Enter your user ID.

4. Click LOG IN.

Company System Administrator Guide 5
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Figure 1: BMO Harris Online Banking Log In Page

2 BMO Harris - Microsoft Internet Explorer
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5. When the prompt appears, enter your password.
-] SEEure hog in
Online banking user 10;

Wyl iserlD
Ondine banking passveord:

Online Banking

«—5
“«— 6

el
Bewd to repet vour Paggvord”
Hewd belo with vour Uger Ir?

! prgcrtunt Swcurity Rerminsr

il iF i kil

T Thk i

6. Click Login.

If this is the first time you’ve signed on with this user ID, you’ll be asked to change your password and to
set up your security profile.

CHANGE PASSWORD

BMO e.llarris Bank v Arcessibibte Mode Of » Help » Contacils

Change Password

Usa this screen 1o change your passward.

Warning:
!""l . ' our password will expire ioday. You must change your password before you
access the application

* Required Field

O M pASEWTN:

= st be B8-32 characters long

* 5 case sensilive

& st contain at least 1 1efienz) and 1 numbar(s)
= st not be the same as your User 1D

0ld Password's | k lJ
Mew Password': * 2_'
Confirm Passward': [ g 3

4 S
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After your initial log in, you can change your password at any time by going to Home >> Preferences >>
Change Password. See Guide to BMO Harris Online BankingSM for Small Business if you need more
information.

To change your password:

1. Atthe Old Password prompt, enter your current password.

2. Atthe New Password prompt, enter a password that conforms to the following rules:
— Must be at least 8 characters and no more than 32 characters long.
— Must contain at least 1 alphabetic character and 1 numeric character.
— Cannot be the same as your user ID.

— Cannot contain any of these special characters:
[&] (ampersand)

[@] (atsign)

[= (equals)

[“] (single quote)
[™] (double quote)
[%] (percent)

[.] (period)

[] (space)
Remember that passwords are case sensitive: “Password” and “password” are not the same.
Examples: Good: MyPass_007

Bad: Bad Password (uses space and no numerals)
Bad.1@mail.com (uses periods and @ sign)

3. At the Confirm Password prompt, re-enter the new password.
4. Click Submit.

SET UP SECURITY PROFILE

Setting up a security profile involves selecting three out of a number of questions, called Challenge
Questions, and providing brief answers for them. Whenever you log in, you may be asked to answer one
or more of the Challenge Questions you selected.

Company System Administrator Guide 8



CSA GUIDE

BMOY 0 Harris Bank v Accessibility Mode OF b Help b Costactlls

Choose Challenge Questions and Answers

Select challgnge questions and answers for login authertication

Select three challenge questions and answers. s an added security measwre, these may be usad (o confirm  your identity,

Ouestion || i igh 7 | i |
:ﬂ: | Im wehet ity was viour high school? (Emer full name of cit ~— » ? 1
Answer |Chicago _ ] I

1% [2.35 Characters)

Q!-lﬂi;l:l | Choose a question L 3

BNSWer ._
2" [2.35 Charachers)

Mﬂ;l:l | Choose a question |

Answer ._
I% [2.35 Charachers)

E el Maaze remamber this compuler

o login from this campuler often, and & is not & publiic compuer, we can remember © 5o you may not have to snswer a Chalengs
fis well remember you by placing & cookis on your compuder.

Hm

To create your security profile:

1. Choose a question from a Question dropdown menu.

2. Type a brief answer in the Answer box under it. (Remember, if you are asked to confirm your
identity later, you will have to supply the answer.)

Repeat steps (1) and (2) until you've completed all three sets of questions and answers.

If you don’t want to be asked a Challenge Question every time you log in, select Yes! Please
remember this computer. (Your browser must accept cookies for this option to work.)

5. Click Continue.
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BMO e’l-lan-is Bank » AccessibilityMode OFf » Help » CantactUs

Review Challenge Questions and Answers

Review your selections before procesding.

Please review your selections. To revise your selections, click Back. To confinm yoar selections, chck
Comimuie: of 10 guil without saving your selections, click Cancel

Cuestion 1: In whal city was your high school? ([Erter Tull narme of city)
Angaer 1 Chicago

Ouestion 2 Whal was your high school mascet?
Angwar 1 Lion

Cuestion & What streed did your best friend in high school lve on? (Enfer Tull name of street anky)
Angwar 3 Dearfbom

=1 ‘-------------------_%m

6. Check your selections and your answers:

If they are correct, click Continue.

If you want to edit them, click Back. (Click [[Ead] at the bottom of the screen; do not use
the browser’s Back button.)

@_“s REMEMBER YOUR ANSWERS. If you are asked a Challenge Question and you don’t provide
the correct answer, you won’t be able to log in.

7. Click Access Accounts.

BMO 9 Harris Bank

¥ Accessibildy Mode OF » Help * ContactUs

Challenge Questions and Answers Set-up Successful

You have successiulby set-up your Challengs Ouestions and Answer s, In the fufure, you may be
presented with thesa questsons when you log in. A that tme you must enter the answers that
wial hanve et up (oday.

7_#. Access Accounts

8. Click Continue to by-pass the interim page and go to your Home page.
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Now our online banking

works harder for your business. S
inchudi lances" as well
B gl S
we've enhanced our features and options to simplify your transaction history up to 18 months.

online banking. Below is a summary of some of those
features that will halp you better manage your moneay.

E-MAIL ALERTS

Recaive ity alarts and optional
your e-mail address s up to date.

a0 g et el Rkl L n MULTI-USER ACCESS

" Grant access to ather trusted
COMpany USers.

H CONTALCT U5

Questions? Click "Push to Talk’ or
e-Chat and a banker will help you.

e Baclong =il be available once all costomens have been convested to the new platform

LOG OUT
To log out of BMO Harris Online Banking for Small Business:

1. Click Log Out at the top of any BMO Harris Online Banking page.

&
BMO e Harris Bank v AccossibiltyMode OF ¢ Securg Message Center b ContactUs .@

T e T T T e L T
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SETTING ACCOUNT AND OTHER PREFERENCES

In this chapter we discuss the concepts and procedures for setting preferences that control how accounts
are displayed (Changing account preferences). We also tell you about personal preference settings
available only to CSA-level users (Setting CSA delivery options).

Changing account preferences

The way account information is presented is configurable to some extent using account preferences. If

you want to change these settings, you can do it on the Change Account Preferences page (Figure 2,
below):

Figure 2: Change Account Preferences Page

BMO e Harris Bank

MyBank Aleris & Messapes  Prafarences

b ACpEsshilty Wode OF  » Secire Message Ceptei k¢ COpbCELIE ¢ HEID  Losg Oail

Home ® Change Aocount Preferences ®

Change Account Preferences

Wyau do nolwant an aceowl 1o be displayed wnin onll e “Di=play On &l Pages™ checkbor and click submilt Changes 10 your Desault Acc ount w
lake effect on vour nesd |ogin. Sekecing “Defaul Accour Accounts buril %0 be displawed as e firsl choice in accouni Selecion lisls
abie

Today's Dale: ‘Wadnesday, June 2, 20
131 Login: Wednesday, June 2, 20

LS

Faouined Fiald & View Rleris (1 urwead)

Days

Account Paclomame Traneaction E:EII“ Defaul i‘:ﬁ e W 5 g
dccount Hamu Fumber A omind [Hisd oirg (v Pages h

EAT dhays) B Vi Feminder
o Crveedealt Protection LOC *==="=="B808 | qmem Coerdraft Profection LOGC =30 Bl W Transfer Approl
Essential Husiness Checking ==5447 Ezsentisl Business Chacking e F

We're Here tn Halp

ﬂ Fush 1o Talk

B ccha

LY Contach L)

S Becure Mes SaE CRrer

On the Change Account Preferences page, you can

e Change an account nickname

e Hide an account

e Set transaction history
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e Set a default account

To go to the Change Account Preferences page:

1. Go to the Home tab.

2. On the Home menu, choose Preferences >> Change Account Preferences.

Figure 3: How to go to the Change Account Preferences Page

BMO e'Harris Bank —

Accounts

Total Look

Change Account Preferences
wlm

Change Passwu.:n\r_@i

Reguest Address Change

™

2444444044044 0050400048

TIP: To save time, do not click the Home tab, just point to it, then move the pointer down to the
Home menu and click Preferences. (Change Account Preferences is the defaulit.)

CHANGE AN ACCOUNT NICKNAME

An account nickname is a short name for the account displayed on BMO Harris Online Banking screens
and reports. By default, the nickname is set to the account’s description, which is usually the type of
account it is, such as “Essential Business Checking,” for example. You can change the nickname so it is
more meaningful to people at your company.

TIP: If you have more than one account of a particular type, create a different nickname for each
one, so people can tell them apart on screens and reports.

To change an account’s nickname:

1. Go to the Change Account Preferences page. (On the Home menu, choose Preferences >>
Change Account Preferences.)

2. Inthe Accounts table, enter the nickname in the Account Nickname box for the account.
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*Requirad Field

count Nickname mn's "F"“' Default
fccount Barme Humber Account Pages Account
FHA Checking ™ Ta012 .IB-"\ Checking @

tuslrallian Dallar AUD 0084 [Auretratlian Dallar AUD #1 I

lAwstrallian Daollar AUD =007 ..I’-I 15irallian Dollar U0

Swediah Krone SEK =3083

Swediah Krone SEK [+ @)
Swhadiah Krong SEK ™" 3071 Swedlah Krone SEK @)
Pl i e i e e e e e e i i i e e B e e e = AA&‘“‘-\*&*‘H‘

3. Click Submit.
HIDE AN ACCOUNT

By default, all company accounts are displayed to all users, unless you restrict an individual user’s access
to them through entitlements. However, you can hide an account from all users, even those with full
access. If you hide an account, it is visible only on the Change Account Preferences page and on the
Entitle Accounts and Customize Account Entitlements pages, which are visible only to CSA-level users.
(Note: If you set a default account, you won'’t be able to hide it.)

To hide an account:

1. Go to the Change Account Preferences page. (On the Home menu, choose Preferences >>
Change Account Preferences.)

2. Inthe Accounts table, clear the Display On All Pages checkbox for the account.

*Required Fiald
L(u:n.nt Nickmame
Account Name Humber Account
IZEA Chicking ™ "2022 ZEM& Checking
wustrallian Dollar AUD =303 sustrallian Daollar AUD 21
iustrallian Dollar ALD =3071 Bustrallian Dollar AUD #£2
Swedlah Krone SEK ™ 3089 Swdiah Krone SEK #1 2
Ewvediah Krone SEK 3071 Swadiah Krona SEK #2

ol ol i e, B, e B A e, B B, B B, B o, B e, B e, R B g, My M M A B R e, e e N A e
3. Click Submit.
To unhide an account:

1. Go to the Change Account Preferences page. (On the Home menu, choose Preferences >>
Change Account Preferences.)
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2. Inthe Accounts table, select the Display On All Pages checkbox for the account.

*Required Field

count Nickname saction R Default
fccount Marme Mumber Account i Pages Account
FHA Checking ™ Ta012 .IE-"‘- Checking @

iretrallian Dallar ALUD =034 [Ausetrallian Dallar AUD 21 I

Iwuefrallian Dollar AUD =807 [Australlian Dallar AUD

Swediah Krone SEK =3083 Swediah Krone SEE

Swhadiah Krong SEK ™" 3071 Swediah Krone SEK

b b, b, B, B, b, S, B, B S, i, e S IR R IR R R R e Ay Ay Ay Ay e Nt N e e e

3. Click Submit.
SET TRANSACTION HISTORY

By default, thirty days of an account’s transaction history are shown on screens. You can change this
amount to a maximum of 18 months.

To change an account’s transaction history setting:

1. Go to the Change Account Preferences page. (On the Home menu, choose Preferences >>
Change Account Preferences.)

2. Inthe Accounts table, enter the number of days of history to display in the Days Transaction
History box for the account (e.g., 60, 90, 120).

Rcoounts

*Required Fiald

L(Lul..nt Nickname
Account HameMumber Aecount

\ZBA Checking ™ "39012 ZBA Checking

wstrallian Dollar ALD ==3083 sustrallian Dollar S0 #1

wstrallian Dollar ALD ==3071 Bustrallian Dollar S0 #2

Swidlah Krong SEK ™ 30&3 Swadiah Kione SEK #1 2

Swediah Krane SEK 9071

Swadiah Krone SEE #2

el s, B e S S, s, A, B, B S, S, S A, B, M, N, Sy B N, Ny B g N, N, B B My N Ny B B

3. Click Submit.
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SET A DEFAULT ACCOUNT

The default account is the account that is automatically selected whenever you have to choose an
account from a dropdown menu. The first time you use BMO Harris Online Banking, there is no default
account, and you must select an account from the list every time. To eliminate this step, you can set a
default account. Setting a default account means only that it is pre-selected in dropdown menus; you can
always select another account from the menu if you don’t want the default.

TIP: If your company uses a particular account for most transactions, you can save time by
making it the default account.

To set a default account:

1. Go to the Change Account Preferences page. (On the Home menu, choose Preferences >>
Change Account Preferences.)

2. Inthe Accounts table, select the Default Account button for the account.

*Required Fiald
L(u:u.nt Micknaime
Account HameMumber Account
\TBA Checking ™ "3022 ZB& Checking
wustrallian Dollar AUD =303 Sustrallian Dallar AUD 21
sustrallian Dollar AUD ==+=3071 [Australlian Diollar AUD 22
Swidlah Krong SEK =308 Swadiah Krone SEK #1 2 |
Swediah Krone SER 3071 Swadiah Krone SEK #2
b, b i i, P, i B i, B A S

3. Click Submit.

Setting CSA delivery options

Besides the personal preference settings available to regular users, there are additional options available
to CSAs. These options include the ability to subscribe to marketing mailings via email (Set Marketing

mailings option), and to have them sent to a secondary email address (Manage secondary email
addresses).

If you wish to change these settings, you can do it on the Manage Delivery Options page (Figure 4,
below):
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Figure 4: Manage Delivery Options Page

BMO 9 Harris Bank
o ot

¥ Agcessibdity Mode CF b Secire Message Cedqle poConlaclilts o Help o Log Oul

My Bank  Alerts & Messages  Preferances
Homwe ¥ Mamage Delpaery Oplions % Today's Dale: Wednesday, Way 5, 2010
Manage Delivery Options AR

Lga thig soreen o define Alerl e-mail addreszes a DEIWEFY of e-mall communication All Sacuriy Alerts wil be sent o your Primary E-mall Address
Options

Lable

Deineny Options

* Reguined Fields M Vi i erl
Opt In t0 plete
L " Wiee MesEaes:
& Device Type & E-mail Address # Prefermed Marketing O @ (1 urweaslh
= ) 8 yicw Remindess
* Prifmary Erail Address Email " v [l 9 Transies Approvals
Dl kd W Lser Enlillerment Approvals

0w wish 10 edil your Priman E-mail Address, you ey edil it on the Sdmif
page within Adminisiration subm"

Administer User biutton
=

link

Add Delivery
Options

bution

comlact s

Secure Message Conte

To go to the Manage Delivery Options page:

1. Go to the Home tab.

2. On the Home menu, choose Alerts & Messages >> Manage Delivery Options.

Figure 5: How to go to the Manage Delivery Options Page

BMO e’liarris Bank 1
""""""""""""" vomens | traviors | [ | harvssizion | Tottook

end Secure Message
My Bank

Wiglcome Mary Manager

Meszsage Center

Manage Alers

ol b b b b ol i i i il i i By P P P i o o B i B B B B B B B B i e e
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TIP: To save time, do not click the Home tab, just point to it, then move the pointer down to the
Home menu, point to Alerts & Messages and click Manage Delivery Options.

SET MARKETING MAILINGS OPTION

BMO Harris Online Banking sends out promotions, special offers, and other marketing mailings via email
to introduce new products and services to customers. You will not receive these mailings unless you turn
on the marketing mailings option.

To receive marketing mailings:

1. Go to the Manage Delivery Options page. (On the Home menu, choose Alerts & Messages >>
Manage Delivery Options.)

2. Inthe Delivery Options table, select Opt In to Marketing E-Mail for the email address you want
the mailings sent to.

" Reguired Fields

Mickrianme + Device Type & E-mall Address
= :Mameﬁng Email Email * |info@mycompany.com |
= |Primary Email Addrese | Email 3 |

IMyou wish 1o edit your Primary E-mail Addrass, you may edit it on the gdminister Usar Entitlamants
page within Adminlstration

Aidd Delivery Oplions

3. Click Submit.
To cancel marketing mailings:

1. Go to the Manage Delivery Options page. (On the Home menu, choose Alerts & Messages >>
Manage Delivery Options.)
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2. Inthe Delivery Options table, clear Opt In to Marketing E-Mail for the email address for which to
cancel the mailings.

" Required Fields

F:Immw = Device Type ¢ E-mall Address

= .I.ﬂan-.eﬁng Email | Email * linfo@nmcompany.com

= |Primary Email Address Email

IMyou wish 1o edit your Primary E-mail Address, you may edit it on the Administer Usar Entitlamants
page within Administration

Add Defivery Options

3. Click Submit.

MANAGE SECONDARY EMAIL ADDRESSES

Besides your primary email address, which is entered on another page, you can maintain secondary
email addresses on the Manage Delivery Options page. This is useful if you want to receive promotions
or other marketing information from BMO Harris Bank, but don’t want them sent to your primary email

address.

To add a secondary email address:

1. Go to the Manage Delivery Options page. (On the Home menu, choose Alerts & Messages >>
Manage Delivery Options.)

2. On the Delivery Options panel, click Add Delivery Options

Delrveny Options

* Required Fields
Opt In o paejete
& Device Type = E-mail Address = Preferred ™arketing ]
E-mail
* | Primary Emall Address Ermnall - | v 'l
Deleta k3
Ifyouwish fo edit your Pimary E-mail Address, you may edit it on the Administer Liser Entlements
page within Administration

Add Delivery Options ﬁ 2 |
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3.

Fill in the information about the email address.

Delrery Opiions

*Required Figlds

= .F'riman,' Email Address

larkeling Email Address * (Email » = linfo@rmycompany

Opt In to  pelete
=~ Device Type ¢ E-mail Address # Preferred ™arketing O
E-mail
| Email ‘: i v m}

Delete B

Add Delheary Options

The required items are

— Nickname

— Device Type

— E-mail Address

Optional item:

— Opt In To Marketing E-Mail

Preferred is not editable. (If you want to change the preferred email address, click
Administer User Entitlements (multi-user systems) or Change Primary Email Address
(single-user systems) and change the address there.)

Click Submit.

A confirmation code will be sent to the new email address.

When the Confirm Delivery Option window appears, enter the code in the Confirmation Code
box. (If you do not receive the code within a few minutes, click Resend Confirmation.)

Confirm Delwery Oplion

Confirmation Code has been sent o each E-mail Address belows. Enter the Confirmation
Coda below, or click on Resend Confirmation ifyou did not recelye the a-mall confirmation.

Ermail Address: tlerkEmycompany. com
Confirmation Code; |1 a528 Ell:’iﬁ'ﬁEl| . Resend Confirmalion

4+
s bo ="

6. Click Submit,

To delete a secondary email address:

1.

Go to the Manage Delivery Options page. (On the Home menu, choose Alerts & Messages >>
Manage Delivery Options.)
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2. Inthe Delivery Options table, select Delete for the email address you want to delete.

Delwery Options

* Required Fields

Opt Into pelete
Mickname ~ Device Type $ E-mail Address # Preferred Marketing O
E-rnail
- |Harke1mg Email Email * infog@mycompany.com | | * 2
* |Primary Email Address | Email = [mar | 2 O
Deletz 3 * 3

Iyou wish to edityour Frimary E-mail Address, you may edit it on the Administer User Entitlernents
page within Administration

Aidd Dedhseny Dpthens

3. At the bottom of the Delivery Options table, click Delete.

4. When the confirmation message appears, click Delete.

Company System Administrator Guide 21



CSA GUIDE

MANAGING USERS

Pt

In this chapter we discuss the concepts and procedures for adding, modifying and deleting users in a
multi-user system and for entering and maintaining their information. User information includes user IDs,
temporary passwords and contact information.

These functions are initiated on the Manage Users Page (Figure 6, below):

Figure 6: Manage Users Page

BMO 9 Harris Bank Administration tab

L Entitl nt: - r c
B Administration
menu

Home » Administration » Manage Users »

Manage Users

Use this screen toview and manage Lser permissions

Today's Date: Friday, May 28, 2010
Last Login: Friday, May 28, 2010

Create User
link

Create User

User Name co thIS roﬁle link *s Login ID Approver  Security Level User Status  Approval Status Ié?ft Updated

blay 2, 2010
Mary Wanager fcopy this g Wiy S OMPOT Yes CEA Active Modified 10:03 Aw COT

B COMPOA

May 2, 2010
Joe Accountant (copy this profiled  Custorm MY COMPOZ Yes CEA Active Approval Required 10:04 AW DT

Y CORPOT

Mon-C5aA Active

Custom
(Entitlement report)
link

Approval Required

(Authorization window)
link

Edit User link

On the Manage Users page, you can

e Add new users

e Copy entitlements from one user to another

Go to the Administer User Entitlements page to modify a user or delete a user.

When applicable, you can also run the Custom Entitlements report and approve entitlements. These
last two functions are discussed in later chapters.
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To go to the Manage Users page: , ===
1. Click the Administration tab.

Figure 7: How to go to the Manager Users Page

BMO 0 Harris Bank ]-
e e | parents | s | sovers—| oo
User Entitlemnants

T b b, B S gy oy B S S b B ol iy S B by e, ey By By iy e ey B By oy oy e R e e e e e e e e o b b b bk kb b b

Add new users

Adding a new user to the system involves several steps, not all of which are covered in this chapter.
When you add a new user, refer to the New User Checklist, provided below, to make sure you've
completed each step in the process.

NEW USER CHECKLIST

A. Create the new user profile.

The user profile contains basic information about the user as well as entitlement information. At a
minimum, creating a new profile entails creating the user’s Login ID and temporary password and
entering the user’'s name into the system. (If you also include the user’'s email address, this will
eliminate Step E, below.)

There are two ways to create a new user profile: (1) Creating a new user from scratch; (2)
Creating a new user from an existing profile. Copying an existing profile saves you the trouble of
configuring most of the user’s permissions and entitlements (Step B). If this is the first time you've
added a user, though, you’ll have to start from scratch.

B. Configure the user’s permissions and entitlements.

This step is covered in the next chapter: Configuring User Access and Entitlements. Until you
become familiar with the process, just create a new user profile and save it without any
entitlements. You can modify the user later to add the entitlements after you’ve read that chapter.

C. Configure user settings for optional features.

If you've signed up for optional products or services, such as BMO Harris Business Bill Pay, ACH
or Enhanced Reporting, there may be other things you need to do, like granting additional
entitlements, for example. The specific requirements are covered in the chapter Administering
Optional Features. Once you've familiarized yourself with the feature’s requirements, add these
steps to your checklist.

D. Check the configuration and enter miscellaneous settings not set elsewhere.
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Some tasks, like setting when a user’s password expires, can’'t be done when you create the user

profile. They must be done by modifying the user. Use this as an opportunity to do a final check of
the entire configuration.

E. Notify new user of Login ID and temporary password.

This step is necessary only if you didn’t provide the user’s email address when you created the
user profile (Step A). If you did, a notification with the login ID and password are sent to the user
automatically.

CREATING A NEW USER FROM SCRATCH

When you create a new user from scratch, you have to perform all of the steps listed in the New User
Checklist, above. This is done on the Create User page (Figure 8, below):
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Figure 8: Create User Page

Hormé: ® Administration = Manage Users » Creale User »

Create User

Use this screen B add 8 new user New User
Information
panel

Hews Liser Information

* Reiuired Fialds

Lis@i*s Login D Temporary Password*:
Repeat Password;
Tille: First W Last* Suffes (Jr, Sr., elc.)
Narme: I I T
- W
E-rivail Adidress: Primany Phone:
Far Lsers who are nob Administrabors, E-mal Address s Secondarny Phone:

collsciad onby bo racRele nolincalion of Password Rt
Fax Hamber;

User Status: (5} active - uger is abbe b log ir Usear
() Ingeitve - wsar iz wnable tobog in Permissions

Lisar Parmissmns

Apprnver:  [] User rmay aporove transactions

User Rccess: Lseris notvat entiled 1o any accounis

™
L&

Full (Entille user for all exisling and fulure accounts and functions)

) custorn (Enfile wser for specic accounts and funcions)

& Mone (Mo account o fundtion entillements)

Save and Continue
button

Sanv aned Conline

To go to the Create User page: , &=

Method 1 (from menu):
1. Go to the Administration tab.

2. On the Administration menu, choose User Entitlements >> Create User.

________________________________________________________________________________________________________________________________|]
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Figure 9: How to go to the Create User Page (from menu)

BMO e Harris Bank

Total Look

Manage Lsers

S

A

e oy ey, By Myl My B My A A Ay A e B A e

TIP: To save time, do not click the Administration tab, just point to it, then move the pointer down
to the Administration menu, point to User Entitlements and click Create User.

Method 2 (from Users table):

1. Go to the Manage Users page. Click the Administration tab; choose User Entitlements on the
menu.

2. On the Users table, click Create User.

Figure 10: How to go to the Create User Page (from Users table)

Home * fdimdiestration » Manage Users »

Manage Users

Uge this screen o view and manage User parmissions Create User

Crizale Liser

Last Updated
By

ime » Administration » Manange LUsers
s R Entitlement  User's Login 1D Approver  Security Level User Status  Approval Status

My 3, 2010
Bary Manaper (copyihis orofilel — Full MY COMPI ‘fas CHA Artiva Modified 10003 AM CDT
YOOI

bbbttt bttt bbbbbbbtbbbbbdd

To add a new user (create from scratch): S

1. Go to the Create User page.

2. On the Create User page, fill in the form in the New User Information panel. The required items
are

— User’s Login ID

— Temporary Password
— Repeat Password

— Name

— User Status
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Optional items are
— E-mail Address
— Primary Phone
— Secondary Phone

— Fax Number

(See New User Information Panel Help for a description of items on the User Information panel or
click one of the items above.)

3. (Optional feature — it might not appear on your screen) If the new user can approve transactions,
select Approver in the User Permissions panel.

4. If you want to assign entitlements now (Step B of the New User Checklist), select one of the
options under User Access in the User Permissions panel. (You can also do this later.)

if you select Custom, go to set a user’s access to an account and assign other user
entitlements after saving this page, to assign the user’s account and user entitlements. (See
also How to set a user’s transaction limits for an account.)

if you select Full or None you will be returned to the Manage Users page after saving.

ﬁl“s Be careful about granting Full user access. It not only entitles a user to full,
unrestricted access to all existing accounts and functions, but also to all future
accounts, entitlements and functions.

5. Click Save and Continue.

This completes Step A of the New User Checklist. See Configuring User Access and Entitlements
to complete Step B.

CREATING A NEW USER FROM AN EXISTING PROFILE

When you create a new user from an existing profile, you copy an existing user’s permissions and
entittements to the new user, thus saving yourself the work involved in Step B. Configure the user’s
permissions and entitlements, described in the New User Checklist, above.

That’s why the page on which you enter the user information is not the Create User page, but a variant of
the Administer User Entitlements page (Figure 11, below):
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Figure 11: Administer User Entitlements Page (from copied profile)

Homa ® Admanistration ® Manage Users @ Administer User EMflements %

Administer User Entitlements I
Information
(e

Llze this screen to add a userto a company for online banking.

Mew Uiser Information

* Required Fields

Compamy Namae: MY SLPPLY COMPARNY

User's Login D" Temporarny Passwond ™

Repeat Password™:

Tille First™ M Last” SuMMs (M, Sr, 8ic)
Hal
- W

E-rmail Adifress: Primany Phome:
Fir kser g wehad o rool Administrabons, E-mal Addrass i .
callscted only to faciikste notification of Password Reset Secondary Phone:
Fas Murmlser:

User Status: (&) Acliva - usar is abla ta login User Access

MANE

(Mo edits allowed)

C Inacire - vser (= unable to kg in

Lisar ACCESS

Data Serices: Mo Data Serdces Defingd

User Access: ser kg not fully endiled for all sccounts.
Full {Entfle user for all gxisting and fuluwe accownts and funclions)
Cugtorn (Emille usar Tor specific accounts and Rnclions)

Woand (Mo account o TuncBon endillements)

Save and Continue
button

The main difference between this page and the Create Users page is that you can enter information only
in the New User Information panel. You can’t edit anything in the User Access panel. It’s there for
reference only. If you want to edit any of this information you have to save the new user’s profile, and
then go back and modify it.

Not everything is copied from the existing user’s profile. Permissions to some optional features like Bill
Pay, for example, are not copied, so you will have to modify the new user to grant access to those.
Nothing from the User Information panel is copied either. These items are set to default values. So you
may have to modify the user to set items like Password Expires and User Status as well.

There is no hard, fast rule about copying permissions and entitlements for optional features.
Permission to access Bill Pay is not copied, since a user must be enrolled in bill pay to get
access. Permission to be an Approver, however, which pertains to several optional features, is
copied. To be safe, always check the configuration to make sure entitlements to optional features
are set as you want them.
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To add a new user (copy from an existing profile): , &=

1. Go to the Manage Users page. (Click the Administration tab.)

2. Inthe Users table, find the user whose permissions you want to copy and click copy this profile.

2

Create Liser

Usars

r's Login ID Approver  Security Level User Status  Approval Status Ié’:‘“mm

May 2, 2010
MY COMPDY Vs oA Al Modifiad 1003 Al COT

Way 2, 2010
CuElnim MY COMPOZ Vs CEA Active Modifiad 10:04 A8 COT
MY COMPDT

Modifid

12:25 PM COT
MY COMPO

copy this profile
link

3. When the Copy [user name]’s Entitlements window appears,

click New User .

Existing User 7| Select Existing User |

Cancel

The Administer User Entitlements page will be displayed (See Figure 11: Administer User
Entitlements Page (from copied profile).)

4. On the Administer User Entitlements page, fill in the form in the New User Information panel.
The required items are

— User's Login ID
— Temporary Password
— Repeat Password

— Name
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— User Status

Optional items are

— E-mail Address

— Primary Phone

— Secondary Phone

— Fax Number

(See New User Information Panel Help for a description of items on the New User Information
panel or click one of the items above.)

5. Click Save and Continue.

This completes steps A and B of the New User Checklist. See New User Checklist for information
about completing the new user’s configuration.

Modify users

Sometimes you need to modify a user’s profile. If you do, the changes won't take effect until the next time
the user logs in.

Typically, you modify a user to do one of the following tasks:

e Update user information or permissions

e Copy entitlements from one user to another

e Set when the user’'s password expires

e Reset the user’s password

e Change the status of the user's Login ID

These tasks are done on the Administer User Entitlements page (Figure 12, below):
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Figure 12: Administer User Entitlements Page (from edit user link)
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Administer User Entitlements

Usi heg screen o asminisier EnfiBaments associated with a specin UE Br

Information

Reset Password
link

Lisar blormation

Required Fialds
Users Login D™ Crarkil | Password: Expiras Evary 90

Rt Passwond -

Tl Firae M Last" Suftke: (Jr. Sr., edc)
Hama ? -
s ket Clerk w
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caofiechind onky b Tacitbaba nofification of Passwond Rezel B ey
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Usor Status: (&) Active - user is able 1o log n User

Permissions

"-.T' It fang - uher o8 unhb 10 log in

Liser Permissiong

BilPay: [ Enttie User for Business Bill Pay  Business Bill Pay Status: Unenralied

o Entitla Uzer for Business Bill Pay as Bill Pay Administrator (make payments, approve pending
payments, add accounts for bill pay access)

® Entitle Lsar for Busingss Bill Pay as Bill Pay Authorized User (paymants will réquire approval by
Company System Administrator o Bl Pay Administrator before being processed)

User Access: Useris not yet entited to any accounts

® Make no chanoes 1o this users entilemants

On this page you can also give a user access to BMO Harris Business Bill Pay or other optional features
you have enrolled in. These procedures are covered in Administering Optional Features.

To go to the Administer User Entitlements page: , ==

1. Go to the Manage Users page. Click the Administration tab; choose User Entitlements on the
menu then choose Manage Users.

2. Inthe Users table, click the user name (Edit User link).
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Create Liser
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link

EDITING USER INFORMATION

To edit user information or permissions: &=
1. Go to the Manage Users page. Click the Administration tab; choose User Entitlements on the
menu then choose Manage Users.
2. Inthe Users table, click the user name (Edit User link).

The Administer User Entitlements page will be displayed.

3. On the Administer User Entitlements page, edit the items you want to change. The items on the
User Information panel you can edit are

— User's Login ID

— Password Expires
— Name

— User Status

— E-mail Address

— Primary Phone

— Secondary Phone
— Fax Number

(See User Information Panel Help for a description of items on the User Information panel or click
one of the items above.)

The items on the User Permissions panel you can edit are

— Approver (optional feature — it might not appear on your screen)
— Bill Pay (optional feature — it might not appear on your screen)
— User Access

(See User Permissions Panel Help for descriptions of all items on the User Permissions panel, or
click one of the items above.)
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4. If you select “Custom” under User Access in the User Permissions panel, go to set a user’s
access to an account and assign other user entitlements after saving this page, to assign the
user’s account and user entitlements. (See also How to set a user’s transaction limits for an
account.)

& Be careful about granting FULL User Access. It not only entitles a user to full,
unrestricted access to all existing accounts and functions, but also to all future
accounts, entitlements and functions.

5. Click Save and Continue.

COPYING PERMISSIONS AND ENTITLEMENTS

Permissions and entitlements may be copied not only from an existing user to a new user, but also from
one user to another.

Not everything is transferred from the copied user’s profile. Permissions to some optional features like Bill
Pay, for example, are not copied, and nothing from the User Information panel is copied. Those items are
left as they were, so you may have to modify the user to set items like Password Expires and User Status
as well.

There is no hard, fast rule about copying permissions and entitlements for optional features.
Permission to access Bill Pay is not copied, since a user must be enrolled in bill pay to get
access. Permission to be an Approver, however, which pertains to several optional features, is
copied. To be safe, always check the configuration to make sure entitlements to optional features
are set as you want them.

To copy permissions and entitlements from one user to another:

[LFLAES

1. Go to the Manage Users page. Click the Administration tab; choose User Entitlements on the
menu then choose Manage Users.

2. Inthe Users table, find the user whose permissions you want to copy and click copy this profile.

2

Create Lisef

s Login ID Approver  Security Level User Status  Approval Status Last Updated

Way Z, 2010
MY C-OMPDT s CBA Aclive Modifiad 1003 Al COT

Way 2, 7010

08 Artountand ooy Bis profls)  Cuginem MY C:OMPOZ Wes CEA Active Wi 10:04 Al COT
K COMPT

| |

Modified

Maon-C5A Bchve 12:25 PM COT

W COMPM

Clemdl

link
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3. When the Copy [user name]’s Entitlements window appears, select the user you want to copy
the permissions to, from the Existing User dropdown menu.

Hew User Existing User * Select Existing User v|

4. Click Existing User [[E0d

The Administer User Entitlements page will be displayed. (See Figure 11: Administer User
Entitlements Page (from copied profile).)

5. On the Administer User Entitlements page, click Save and Continue.

SETTING WHEN A USER’S PASSWORD EXPIRES

You can set a different password expiration period for each user up to the maximum of 99999 days.

To set a user’s password expiration: &=
1. Go to the Manage Users page. Click the Administration tab; choose User Entitlements on the
menu then choose Manage Users..)
2. Inthe Users table, click the user name (Edit User link).

The Administer User Entitlements page will be displayed.

3. On the User Information panel, enter the number of days the password may be used, in the

Password Expires Every [ ] days box.
3 |

Users Login D ClerkDl

Tille First® M Lasr Suffisc ¢Jr., Sr, gt
Harme: 1 M
= |ank Clark w
E-riail Address: E|Elh@'l'l1'\.'l:lll"lpal"l'|- Corm Ptlms],thune:
For Ussrs who are nol Administralors, E-nel Acddress is Secondary Phone:

coladied onky 1o Facillsle noShcaton of Password Rese]
Fa Mumbser:

Uzer S1adus: (&) Active - user is able 1o lagin

'::' Inactive - useris unable o log in
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4. Click Save and Continue.

RESETTING A USER’S PASSWORD

Sometimes you may have to reset a user’s password — if the user forgets it, for example, or if it is no
longer secure. After you reset the password, a notification with the new temporary password will be sent
to the user automatically if there is an email address in the user’s profile; otherwise, you will need to notify
the user of the change.

To reset a user’s password:

[UFLAES

TIP: Make sure you’ve saved the user’s E-Mail Address before resetting a user’s password. That

way a notification with the new password will be sent to the user automatically. The password is
always sent to the stored email address, so if you change the address on the screen just before
resetting the password, you have to save the new address first.

1. Go to the Manage Users page. (Click the Administration tab.)
2. Inthe Users table, click the user's name (Edit User link).

The Administer User Entitlements page will be displayed.

3. On the User Information panel, click Reset Password.

Used*s Login D% | Clerki | Passwait: Evpiras Every |90 dars

Bzt Pamzwiord = _ 3 |
Thle First* W Sufftc Cr, Sr, et} o
Hamiez: I I Reset Password o e
nk
E-rmail Address: | clerhki@rmyompary.com Primary Plaome:
For Lssrs whi are nol Adminisiralons, E-nel Acddress is Secondany Phone:

cobacted onky 10 FaCilsle noShcalon ol Password Resel
Fae Mumtbser:

User S1adus: (&) Active - user is able 1o lagin

(_:‘ Insacliee - wser s unable o 10g in

4. When the Reset Password window appears, enter a temporary password in the New Password
box. (You can’t reuse passwords you've already given this user.)
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Reset Password

* Reguired Field

Yaur naw passwand
= musibe B-32 characters long

® IS CASE EENsitve
s mustcontain &t least 1 letter(s) and 1 number(s)

» mustnot be the sarme a5 your User 1D

User Mame:  Fent Clerk

Bl <™

| Cancel LH

5. Re-enter the temporary password in the Confirm Password box.
6. Click Submit.

CHANGING A LOGIN ID’S STATUS

A user’s Login ID must be active in order for that user to log in. Sometimes you may want to deactivate
the Login ID, if you are changing a user’s entitlements, for example, or if the user leaves the company.
(Changes to a user’s entitlements take effect the next time the user logs in.) You can make a login ID
active or inactive by setting User Status.

To change a user’s Login ID status: S

1. Go to the Manage Users page. (Click the Administration tab.)
2. Inthe Users table, click the user name (Edit User link).

The Administer User Entitlements page will be displayed.

3. On the User Information panel, select a User Status:
Active — activates the user’s Login ID.

Inactive — deactivates the user’s Login ID.
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4. Click Save and Continue.

Delete users

When a user no longer needs access to the banking system, you can delete the user. If you want to keep
the user’s information in the system, you can change the Login ID’s status to inactive instead.

TIP: If the user has custom entitlements other users might need in the future, de-activate the
user’s Login ID instead of deleting the user. That way you can copy the entitlements to new users
instead of configuring them from scratch.

To delete a user: ="

1. Go to the Manage Users page. (Click the Administration tab.)
2. Inthe Users table, click the user name (Edit User link).

The Administer User Entitlements page will be displayed.

Click Delete.

4. When the confirmation message appears, click Delete.
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CONFIGURING USER ACCESS AND ENTITLEMENTS

Fluinezmm

In this chapter, we cover the concepts and procedures involved in controlling a user’s access to accounts,
functions and services in a multi-user system.

Configuring a user’s entitlements can involve up to 3 levels of decisions. First you decide the user’s
access to the system in general (Setting User Access). Then, depending on that decision, you may have
to decide the user’s access to individual accounts (Customizing a user’s access to accounts) and other
functions (Customizing user entitlements). Finally, depending on your decisions on individual accounts,
you may have to decide which specific account entitlements to grant (Customizing account entitlements).
Figure 13: Entitlement Configuration Process, below, shows the entitlement configuration process and
where you make each of those decisions:

Figure 13: Entitlement Configuration Process

Create User/
Administer User . Customize Account
Entitlements pages Entitle Accounts Page Entitlements Page

Configure Access
and Entitlements

Set User
Entitlements

Choose
Account
Access

Set Account
Entitlements

N
Done

Choosing user access and account access involves several other decisions, and we will provide you with
guidelines and tools for making each one. But first we need to explain what we mean by “entitlements,”
and how permissions to them are granted.

Full o None
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Understanding access and entitlements

An important function that CSAs perform in multi-user organizations is giving company users access to
bank accounts and online banking functions. This is done by granting permissions to entitlements.

A “permission” is permission for a user to access some object, such as an account or a service like bill
pay. An “entitlement” is the specific thing a user is allowed to do when access is granted. (The terms
‘permission’ and ‘access’ are used interchangeably. Since you can’t do anything if you can’t access the
function, permission is characterized as access.) If a user is not granted access to an object, that object
becomes invisible. It doesn’t appear on the user's menus or screens.

& IMPORTANT: Except for the single entitlement to access bill pay (which makes it visible on the
Payments menu), none of the permissions, transaction limits or entitlements discussed in this
chapter applies to bill pay.

When permission involves a single entittement — let’s say permission to be an approver, for example —
access to the entitlement is granted by checking the entitiement box:

Liser Permissiomng

Jser may aporove fransachons
" Business Bill Pay Stalus Unenioled

Liser Rocess: Useris natyel enfitied to any accounts
(& Make no chanpes o this user's enfillemants
¥ Full Ertitle user for all existing and future accounts and functions)

(2 Custom (Entille user for spaciic accounts and functions)

(2 mone Mo sccount of Tunclion enillements)

In the above example, checking the “Approver” box grants the user permission to access the approval
window for transactions.

When a permission is complex and involves a number of entitlements, as is the case with accounts, you
assign a permission to access to the whole group. This is done by selecting an access type: FULL,
CUSTOM, or NONE.

Full means the user has implicit access to all the entitlements associated with the object. This includes
any future entitlements that may be added to the group.

None means the user has no access to any entitlements in the group.

Custom means the user may access only selected entitiements. If any entitlements are added to the
group in the future, the user won'’t have access to them until a CSA explicitly grants access to each one.

You’d choose the FULL setting whenever you want the user to receive all entittements automatically,
without your having to specify them. The company’s owner, for example, would want access to all
accounts, including any that might be opened in the future.

You’d choose the CUSTOM setting whenever you want to
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o Deny a user access to certain entitlements in the group.
In the case of account entitlements, for example, you might want this person to see all the reports
associated with the company checking account, but not be able make any payments from it.

¢ Maintain explicit control over entitlements in case new ones are added to the group.
Suppose your company did only internal funds transfers, but later added the option to transfer
funds to external accounts. You’d probably want to control who had access to the Transfer
function, rather than grant access to it automatically.

If you choose “Full” or “None,” you’ve finished granting permission to that object, since the same
permission is applied to every entitlement in the group, but if you select “Custom” you have go on to
specify the individual entitlements the user may access.

See Customizing a user’s access to accounts, Customizing user entitlements, and_ Customizing account
entitlements for more information about CUSTOM access.

Setting User Access

When you create a new user on the Create User page, User Access is the first complex permission you
have to grant.

User Permissions

Jzeris nol yet entitfed to any accounts

I,('r SEr ACCESS:

) Full (Entitke user for all existing and future sccounts and functions)

I':_;- Cugtom (Entile user for specific actounts and funclions)

':'.':' Wone (Mo account or function entibements)

User Access defines the user’s general access to Online Banking — to all accounts as well as to all
Online Banking functions. It is permission to access everything not otherwise specified on the User
Permissions panel.

TYPES OF USER ACCESS

Full — means the user is entitled to access all existing accounts and functions as well as all future
accounts and functions. This is the default setting for CSAs.

Custom — means the user is entitled to access only specified accounts and functions. It also means the
user may have personal restrictions set on transaction amounts. This is the usual setting for non-CSA-
level users. It allows you to specify which accounts individual users may access (Customizing a user’s
access to accounts), as well as their entitlements for each account (Customizing account entitlements).
You can also set limits on how much the user may spend in each account (How to set a user’s
transaction limits for an account) and assign permissions to various other functions (Customizing user
entitlements).

None — means the user has no access to any accounts or functions. The user can access only the
Message Center. (See Guide to BMO Harris Online BankingSIVI for Small Business for information on the
Message Center.)
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HOW TO DECIDE WHICH KIND OF USER ACCESS TO GRANT
To determine which type of User Access to give a user, answer the four questions below:

1. Does this user need access to account information or other user entitlements?
Usually Online Banking users do need some kind of account access, even if only to read reports.
Other user entitlements include access to things like secure message attachments. Unless you
want to restrict this person’s access to just the Message Center, the answer is YES.

2. Does this user need access to all accounts, including all future accounts?
This kind of access is rarely given to anyone besides a CSA. Normally, the answer is NO.

3. If this user does need access to all current and future accounts, do you want to set limits
on the amounts this user can work with, per day or per transaction?
This depends partly on how your company has been set up with BMO Harris Online Banking. If
you have set up overall company limits, either by setting maximum daily or transaction amounts
or by setting approval thresholds, it may not be necessary to place personal limits. However, if
you have no company limits, you may want to consider setting personal limits for each user.

4. Does this user need all current and future account entitlements —i.e., access to all account
functions, reports, payment types and services?
Again, much of this depends on how your company has been set up with BMO Harris Online
Banking, what products and services you have, and whether you plan on adding any new
products or services in the future. The question is whether you want this user to get access to all
of them and to any future entitlements automatically, without explicit authorization for each one. If
not, the answer is NO.

Now apply your answers to the User Access Decision Tree, shown in Figure 14, below, and look up the
recommended setting. (A larger version of the tree is provided in Appendix B: Decision Trees—User
Access Decision Tree.)
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Figure 14: User Access Decision Tree
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In the decision tree in Figure 14, above, red shading indicates that the process of configuring a user’s
access and entitlements ends once you save your selection. Green shading indicates you must continue
to assign permissions on the next level of access: Customizing a user’s access to accounts and
Customizing user entitlements in order to complete the process.

TIP: If you want to give a user access to all current accounts and entitlements, but want to control
access in the future, save the configuration with the FULL setting first. (This pre-selects all
accounts and entitlements.) Then save the configuration again with the CUSTOM setting. The user
won’t get access to any future accounts or services until you explicitly assign them.

________________________________________________________________________________________________________________________________|]
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HOW TO SET USER ACCESS

To set a user’s access (general): &=
(Note: These instructions assume you are modifying an existing user. If you are creating a new
user, begin at Step 3 of the procedure.)
1. Go to the Manage Users page. (Click the Administration tab.)
2. Inthe Users table, click the user name (Edit User link).

The Administer User Entitlements page will be displayed.

3. On the User Permissions panel, select one of the User Access options:
Full — grant full access to all current and future accounts, functions and entitlements.

Custom — grant access to selected accounts, functions and entitlements.

None — grant no access to accounts, functions or entitlements. Only access to the Message
Center is allowed.

Lisesr Permissions

Apgr oner: D Lizer may approve transactions

Bill Pay: Business Bill Pay nol availa F81 el unilil @ administrator has enallad

ser Aiccess: Useris not fully entibiad for all accounts
2 Wake no changes {othis users entilements

D Fulll (Entifie usar for all existing and fulure accouns and funclions)

& Custom (Entite user for specific accounts and funcions)

D mone (Mo account or function entifements)

4. Click Save and Continue.

If you selected FULL or NONE, you will be returned to the Manage Users page with a
confirmation. The entitlement process has completed.

If you selected CUSTOM, go to Customizing a user’s access to accounts to continue. You
settings will not be saved until you complete the process.

& IMPORTANT: If you select Custom you must continue to the end of the customizing process or
your work will not be saved. (For “Custom” pressing Save and Continue means “Continue”
not “Save” until you reach the last screen.)

Customizing a user’s access to accounts

If you select CUSTOM User Access, you have to specify which accounts the user may access and
whether you want to impose any transaction limits on the user. This is done on the Account Entitlements
panel of the Entitle Accounts page (Figure 15, below):

Company System Administrator Guide 43




CSA GUIDE

Figure 15: Entitle Accounts Page — Account Entitlements Panel
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Each account is listed in the table on the Account Entitlements panel. On this panel, you can set a user’s
access to individual accounts (Account Access options); set limits on how much a user can spend on
transactions (Account Limits boxes); and, if you select “Custom” account access, you can continue
Customizing account entitlements.

Before you leave the Entitle Accounts page, however, you should set other user entitlements on the User
Entitlements panel. Additional user entitlements are discussed under Customizing user entitlements.

To go to the Entitle Accounts page: , &=

(Note: These instructions assume you are modifying an existing user. If you are creating a new
user, begin at Step 3 of the procedure.)
1. Go to the Manage Users page. (Click the Administration tab.)

2. Inthe Users table, click the user name (Edit User link).

Company System Administrator Guide 44



CSA GUIDE

The Administer User Entitlements page will be displayed.

3. On the Users Permissions panel under User Access, select Custom.

3

Approver:  [[] User may approve transactions

Bill Py Business Bill Pay nol available at BFIEwal unlil a administralor has enmallad

User Access: User is not fully entitiage®s
2 Wake no cae®Bes 1o this users enfiterments

mlions)

4. Click Save and Continue.

The Entitle Accounts page will be displayed. (See Figure 15: Entitle Accounts Page — Account
Entitlements Panel and Figure 17: Entitle Accounts Page — User Entitlements Panel.)

TYPES OF ACCOUNT ACCESS
Account Access determines the user’s access to specific accounts and their associated entitlements.

Full — grants the user full access to the account (subject to transaction limits) and to all current and future
account entitlements associated with it.

Custom — grants the user access to the account with selected entitlements.

None — grants the user no access to the account. It will be invisible to the user.

HOW TO DECIDE WHICH KIND OF ACCOUNT ACCESS TO GRANT

To determine which type of account access to give a user, answer the three questions below. Then look

up the recommended setting in the Account Access Decision Tree (Figure 16, below). (A larger version of
the tree is provided in Appendix B: Decision Trees—Account Access Decision Tree.)

1. Does this user need access to this particular account?
If you want the account to be visible to this user, the answer is YES. You can always restrict what
users see and do by customizing entitlements. If this user shouldn’t even be aware of the
account, however, the answer is NO.

2. Do you want to set limits on the amounts this user can work with, per day or per
transaction?
This depends partly on how your company has been set up. If you have overall company limits, in
the form of approval thresholds or of maximum daily or per transaction amounts, it may not be
necessary to place personal limits on this particular user. However, if you have no company
limits, you may want to consider setting personal limits for each user. Also, approvers cannot
approve amounts that exceed their personal limits, so, if you want to specify approval limits and
this person is an approver, you'd have to do it here.

TIP: If you want to give a user read-only access to an account, set the Daily Limit to zero (0).
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3.

Does this user need all current and future account entitlements - i.e., access to all

functions, reports, payment types and services for this account?

Again, this depends on how your company has been set up with BMO Harris Online Banking,
since the entitlements vary depending on what products and services you have, and whether you
plan on adding any new products or services in the future. The question is whether you want this
user to get all these entitlements by default, without explicit authorization for each one. If not or if

you are unsure, the

answer is NO.

Figure 16: Account Access Decision Tree
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In the decision tree in Figure 16, above, red shading indicates that the process of configuring a user’s
entitlements ends once you save your selection. Green shading indicates you must continue to the next
step: Customizing account entitlements to complete the process.

& IMPORTANT: If you select Custom you must continue to the end of the customizing process or

your work will not be saved. (For “Custom” pressing Save and Continue means “Continue”

not “Save” until you reach the last screen.)
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HOW TO SET A USER’S ACCESS TO AN ACCOUNT

To set a user’s access to an account:

[UFLAES

1. Go to the Entitle Accounts page.

2. On the Account Entitlements panel, find the account and select one of its access options:

Full — grant this user full access to this account including all current and future account
entitlements.

Custom — grant this user access to this account with only selected account entitlements.

None — grant this user no access to this account.

Account Access

Accoust Entitiaments options

Accoun Name - Account Nurmber Iransaction Lims
" Essential Business Checkang - *** " 4614:
aney Markef - O J . = None

Onerdraft Protection Line of Credit -
CEE R X o]

& Mone

3. When you have finished on the page, click Save and Continue.

If all the account access options are set to FULL or NONE, you will be returned to the Manage
Users page with a confirmation. The entitlement process has completed and your settings have
been saved.

If any of the account access options is set to CUSTOM, your settings for that account will not be
saved until you complete the customization process. Go to Customizing account entitlements to
continue.

HOW TO SET A USER’S TRANSACTION LIMITS FOR AN ACCOUNT

Among the options your company has when signing up for online banking is the choice of setting daily or
per transaction limits on the amount of money that can be moved from accounts. Besides these company
limits, you can set personal limits on specific users for specific accounts. Personal limits are used not only
to control how much individual users can spend, but also how much they can approve, if they are
designated approvers.

When setting personal limits, keep in mind that in batch transactions, such as ACH direct deposit
payments, the transaction amount reflects the total for the entire batch, not for the individual payments
within it. If the batch amount for a direct deposit payroll, for example, exceeds the personal transaction
limit of the person submitting the payroll, none of the payments in the batch will be accepted. Also, once
the cumulative total of transactions reaches an approver’s daily limit, that person won’t be able to submit
or approve any more transactions until the following day.

Daily and per transaction spending limits apply only to accounts that can initiate payments or transfers,
such as a checking or savings account. If you place limits on any other type of account — a line of credit,
for example — they will be ignored.
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As noted earlier, neither company nor personal limits apply to BMO Harris Business Bill Pay.

To set a limit on a user’s daily (cumulative) transactions for an account: , ==

1. Go to the Entitle Accounts page.
2. On the Account Entitlements panel, find the account and enter an amount in its Daily Limit box.

Accourt Entitlements

Ny, e
Mo Dty Lt - Transaction Lima -
O MNone [1000 [100 '

Onverdraft Protection Line of Credit -
RS —— C Ful O Custom & Mone

Custoan

@& Custom

[Fusli
C Ful

Apcount Name - Account Nurmier
Essential Business Checking - ****"*4614:

3. When you have finished on the page, click Save and Continue.
If all the account access options are set to FULL or NONE, you will be returned to the Manage
Users page with a confirmation. The entitlement process has completed and your settings have
been saved.
If any of the account access options is set to CUSTOM, your settings for that account will not be
saved until you complete the customization process. Go to Customizing account entitlements to
continue.

& If the CUSTOM option is selected, changes to daily or transaction limits will NOT be
saved until you also save entitlement details on the following page (Customize Account

Entitlements). For CUSTOM, pressing Save and Continue means “Continue” not
“Save” until you reach the final page of the customization process.

To set a limit on a user’s transactions (per transaction) for an account: , =&

1. Go to the Entitle Accounts page.

2. Onthe Account Entitlements panel, find the account and enter an amount in its Transaction
Limit box.

Accourt EnlitlEments

Accourt Name - Account Hurmber Full Custom o ity LI ] 15 acto0n Limel
Essential Business Checking . ** """ 4614:  Full ® Custom ) Mone _ 100
Overdraft Protection Line of Credit - 3
S O Full O Custam & Mone
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3. When you have finished on the page, click Save and Continue.

If all the account access options are set to FULL or NONE, you will be returned to the Manage
Users page with a confirmation. The entitlement process has completed and your settings have
been saved.

If any of the account access options is set to CUSTOM, your settings for that account will not be
saved until you complete the customization process. Go to Customizing account entitlements to
continue.

& If the CUSTOM option is selected, changes to daily or transaction limits will NOT be
saved until you also save entitlement details on the following page (Customize Account

Entitlements). For CUSTOM, pressing Save and Continue means “Continue” not
“Save” until you reach the final page of the customization process.

Customizing user entitlements

Besides allowing you to specify account entitlements, the CUSTOM User Access setting lets you grant
user entitlements for other online banking functions. These are configured on the User Entitlements panel
of Entitle Accounts page (Figure 17, below):
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Figure 17: Entitle Accounts Page — User Entitlements Panel

BMO e.Har:riﬁ. Bank

User Entillerments

r s

Home ¥ Administration =2 Manage Usars # Acdmanister Usar Entitlements # Entitle Accounts =

Entitle Accounts User

Usze this screen to administer antilemarnts for all accounts Entitlements
panel

Uisar Entitlements

Company Hame: MY SUPPLY COMPANY User Mame: Joe Accountari
User's Login I0: MYy COMPD

Enlithe user across all accounts,

[#] Ertila usar for Met¥yorh Other User
[#] Entitie usar for Securs Massage attachments Entitlements

[ Entitie usar for Mew Account Opening list

Salact an Entibament Optson for each acoount 7]

Mote; Account Access, Daily Limits and Transaction Limits {that you grant to this user) do not apply to payments initiated
via the Bill Pay service.
Accmmi Mame - Accound Bember Full Custom Hone Dreaily Lt - Transacton Limi -
Essential Business Checking - """ 4614 O Full & cusiom ) Mone 1000 [100
Moy Market . """ SN2 O Ful O Cuslom ) HMona
O draft Protection L. m”‘rjﬂ & Full O cuglem & Hong
Ba3
[ cancei | Bac |

The list of entittements on the User Entitlements panel will vary depending on the features and services
you have. Common entitlements you might see are described in User Entitlements Panel Help.

To assign other user entitlements: , S=="

1. Go to the Entitle Accounts page.

2. On the User Entitlements panel, select the entitlements you want to give the user. (The list will
vary depending on the products and services you have.)
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Wser Entitlements

Company Name: MY SUPELY COMPAN g User Name: Joe Accountant

Entitle wser across all accournts.
[#] Enttle wser for Met Wiarth

Enbifle user for Secure Messaps alachmants

U Enbile wser for Mew Account Opaning

Common user entitlements include:
— Entitle user for Net Worth
— Entitle user for Secure Message Attachments

(See User Entitlements Panel Help for a detailed description of items on the User Entitlements
panel or click one of the items above.)

3. When you have finished on the page, click Save and Continue.

Customizing account entitlements

If you select CUSTOM account access, you have to specify which entitlements the user may access for
that account.

This is done on the Customize Account Entitlements page (Figure 18, below):
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Figure 18: Customize Account Entitlements Page

Home % Administration = Manage Users » Ailmiatister User Entitlements # Entitle Accourts » Custornize Account Entitlernents

Customize Account Entitlements

Usa this scraen to administer entilaments for all acco

User Information
panel

Usser Inifi rivation Account

Company Mame: WY SLIPPLY COMPANY User Mame:  Kant Clerk Er‘l[l[IHl'l'I.i.:.'.l‘.'L[ Details
—— panc Account

Usar's Login ID: )
A

Aocourd Entillerment Details

Sarices

Iiformation Reporting

[ =Salectinselact &1 [ setactinsalect A1 [] Salectnzelect Al
¥ Cumant Day [#] Transfer ¥ Reorder Chacks
E Previois Diay O Shap Payments

[¥] Regisiar ¥ Requesi Check Copy

[¥] Online Saternents ] Requess Stalermant Cogy

O] Denit Card Pin Reaminder

#| Deposil Copy Reguesi
Faney Magked - **** 5002 Select AF - Select None

Accounts are stacked on the Account Entitlements Details panel in collapsible panes. Only accounts with
CUSTOM account access are shown on the panel. If you don’t see an account you want, click m to
go back to the Entitle Accounts page, and set its account access to “Custom.” (Click m at the bottom
of the screen. Do not use your browser’s Back button.)

TIP: If you plan on giving access to most entitlements, click Select All on the account’s menu, then
unselect the items you don’t want.

The exact entitlements you see on your screen depend on the features and services you have installed.
Figure 18: Customize Account Entitlements Page shows only the basic entitlements. You may have
others. Descriptions of basic entitlements, as well as some commonly used optional ones, are given in
Account Entitlement Details Panel Help. If you need help understanding entitlements not listed there,
contact BMO Harris Online Banking Services.

To go to the Customize Account Entitlements page: , &=

1. Go to the Entitle Accounts page.

2. Select Custom for all the accounts you want to set entitlements for.
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Aecount Entitlemments

Mote: Account Access, Daily Limits and Transaction Limitg(that you grant te this user) de not apply te payments initiated
via the Bill Pay service.

" Essential Business Checking - """ 4614; O Fu ® Custom

Money Market - """ Gl L & custom

B Tk r

3. Click Save and Continue. The Customize Accounts Entitlements page will be displayed showing
all accounts with CUSTOM account access.

HOW ACCOUNT ENTITLEMENTS WORK

Generally, if you select an entitlement for an account, that account will appear on the dropdown list for the
entitlement’s function. If you select the Transfer entitlement, for example, that account will appear on the
From and To dropdown lists for creating a transfer:

Account Entitlernent Details
4614 Sebect All  Select None
Customize
Account

[ seleciinseloct 21l -
o e A Entitlements
(| Transfar _ page

Information Feporting Paymenis

[ select nsalect Al

[ current Day

[] Privious Dy

[ register
'_. anline Slalamants Transier ndormmation

Account Mame - Accourt Humber -- Available Balance
Tl i B e, e B, i By oy, Sy By B My, g, By Ay Ny g, Ny Ay A

Select An Account
Salacl An Accounl
E | B ng = ==*4614 : $19,099.73
Won ey Market - ==*5082 : $30,267 47

Create Transfer

page
To* | Select An Account =

Tl o B e, il by, B ol ol oy Ay g, oy R e el e ol R e B o e,

If you unselect an entitlement for an account, that account won’t appear on the list, and if you unselect an
entitlement for all accounts, the entire function will be removed from the user’s menu. In the same way, if
you remove entitlements to all the functions on a menu, the menu itself will disappear from the user’s
screen, and so on. In our configuration, unselecting the Transfer entitlement for all accounts would
remove the Transfer tab from the user’s screen.

________________________________________________________________________________________________________________________________|]
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HOW TO SET CUSTOM ACCOUNT ENTITLEMENTS

To customize a user’s account entitlements: ==

1. Go to the Entitle Accounts page.

2. On the Account Entitlements panel, select Custom for the account(s) you want to set
entitlements for.

Aecount Entitlemments

Mote: Account Access, Daily Limits and Transaction Limitd{that you grant to this user) do not apphy te payments initiated
via the Bill Pay service.

Essential Business Checking - ****"*4614: (=) Custom
Money Market - **"* 5002 & Custom

) custom &) None

3. Click Save and Continue to continue.

The Customize Account Entitlements page will be displayed.

4. On the Account Entitlement Details panel, find the account you want and expand it to show the
details. (Click [+] to show details or [=] to hide details.)

Accourt Entillement Dedails Account

Essendial Business Checking - **** 4614 Select A Select None

Money Market - *** 5092 Select Al Sedect Hone

Irforrratinn Reporting Panmitits SENALES o
[ =electinsaiact Al [ 2eiectiinsalact &1 [ salactiinzsiect &l __,.-"".'
2] Cument Cay [+ Transfer [*] Reorder Checks -
Prevous Day [ ston Payments 4
Rgiste [ Request Chack Cop

] online Statements LH Reques! Slalemeant Copy
[ Debil Card Pin Reminder

[#] Deposit Copy Request

5. Select the entitlements to grant to the user. (See Account Entitlement Details Panel Help for
descriptions of entitlements.)

6. Click Save and Continue to save your selections and complete the entitlement process.
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ﬂ\_\ IMPORTANT: You MUST click to complete the account
entitlement process, even if you made no changes to any accounts on this page. If you
leave this page without saving, any changes you made to these accounts on previous
pages will be cancelled.

HOW TO VIEW CUSTOM ACCOUNT ENTITLEMENTS

One way to view a user’s account entitlements is to go to the Customize Account Entitlements page. If at

least one permission was already set to “Custom,” you can view or print a user’s custom Entitlement

report (Figure 19).

To view a user’s Custom Entitlements report: S

1. Go to the Manage Users page. (Click the Administration tab.)

2. Inthe Users table, find the user and click Custom.

User hame Seourity Lewel User Status  Approval Status 'ﬁft Lipciated
May 2, 2010

Yas CEa ALINE Modimed 10:03 AW COT

MY CORPON

i modified
(Entitlement report) MY CORP
link

The user’s Entitlement Report will be displayed (Figure 19, below):

May 2, 2010
WCOMPO2 Yas CEA Ariive Wodified 10:04 AW COT

12:25PM COT
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Figure 19: Custom Entitlement Report

Entitlement Report

Current Day and Time: FriJun 25 20M012°54:21 COT

Cancel

User Information

Mame: Kend Clerk

P Uger midy nal appeoe
° tansachons

Liser Status: Achve

User is nok & cormpan sysham
Systerm Administrator:
adrminisiraios

Account Entitherment Details

Ezsential Business Checking - Daily Limit - N
snnigRgd

IFfarmation Reparting Pyt s
W Current Day ¥ Transfer
¥ Previous Day
v Rejister
¥ Oyiline Statemments

Marey Market - ***** 50032 Daily Limit - WA
IFfrmation Reparting Pyt s
W Current Day ¥ Transfer
v Previous Day
v Reister
W Oriline Staterments

Transaction Limdt - 0

SEnices

v Reorder Checks

¥ Civack inguiny
Stap Payments

¥ Risquiest Chieck Copy

¥ Request Statement Copy
Diedit Card Pin Rarmander

v Depuosit Copy Reguest

Transaction Limi - 0

Senices
¥ Reorder Checks
Check Inquiry
Stop Pawments
Riequisi Chieck Cogy
¥ Request Statement Copy
Debit Card Pin Rerminder
W Dieposit Copy Reguest

el Probection Line of Credil - Dvaity Limif - MU

User has Mo entithement to this accounm

Transaction Limil - M@

Met Worthe User is nat endiled for MetWorth

Secure

Message \Ysoris entiled for Secwe Message Attachment
Attachment:

Data 0 ata Serices Defined
Senices:

User Entitlement Details
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ADMINISTERING OPTIONAL FEATURES

In this chapter, we discuss the concepts and procedures for performing administrative tasks associated
with optional products and services.

Approval and authorization options

LUFLAES

Many of the features available to a multi-user business include the option to require an approval before
an action can be taken. Most of these options, such as transaction threshold approvals, involve money
transactions, but not all of them.

BMO Harris Online Services configures these options for you, but as a CSA, you need to understand
what'’s involved in the approval process so you can assign entitlements appropriately. You might also
need to approve actions yourself.

UNDERSTANDING APPROVERS AND AUTHORIZATIONS

Transaction Approval options

Features that involve money transactions, such as payments or transfers, have an approval option that
requires one or more approvers to authorize these transactions before they can be completed.
Thresholds for approvals can also be set.

If your company uses any transaction approval options, you need to designate certain users as
approvers. Approvers must be given a special Approver entitlement to get access to the authorization

window where they can approve or reject a transaction.

You'll know when an option requiring an approver is activated, because you’ll see the Approver column
in the Users table on the Manage Users page:

Lket Name nititlement  User's Login ID Securty Level User Stabus  Approval Status :’;‘“ Uptatedd
May 2, 201D

Mary Manager cogn thig prafile)  Full 1] e CEA At Wodified 10:03 AM COT
B COMPO
May 2, 2010

Jos Accourlant (oopy this profile)  Cushom Y OMPDY 1 CEm, At mWaodified 10:04 &M CDT
'y COMP
Jung 22, 2010

Kent Clerk dcopy this prodila) Syshom Clarkli Hon-C:84 ALINE Windiiad 1225 P CDT
i ORI

The Approver entitlement will also appear on the User Permissions panel of the Administer User
Entitlements and Create User pages.
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Liser Permissiomng

" Business Bill Pay Stalus Unenmlied

Liser Rccess: Useris notyet enliied to any accounds
(® ake no chanpes 1o this user's enfillemants
¥ Full Ertitle user for all existing and future accounts and functions)
3 Custom (Enitle user for spacific accaunts and funct ans)

c' Mong (Mo account of Tunclion entitlerments)

Dual Authorization options ,ﬁ
Besides the transaction approval options discussed above, BMO Harris Online Banking for Small

Business also offers a Dual Authorization feature for user profiles and for templates. Dual Authorization
simply means a second user has to approve any changes to these items.

In the case of User Dual Authorization, which requires approval for any changes to a user’s information or
entitlements, a second CSA is needed, because only CSAs have access to these screens. Otherwise, no
special entitlements are necessary. (This is an exception to the general rule that approvers must be given
the Approver entitlement.)

With Template Dual Authorization, the second user must be granted the Approver entitlement as well as
permission to create templates.

THE AUTHORIZATION PROCESS

When an approval option is turned on — lets say the transaction approval option for internal funds
transfers — any time someone successfully submits an item of that type, instead of being executed as it
ordinarily would, the item goes into a pending state until all the required approvals are obtained. The
pending state is shown in the item’s status:

Transfers between 07012010 and 08062010

Scheduled Compheted All Transfers

& To Account & Status

= Confirmati # Frequency ¢ Amount &

Date

 Fending Add
Approval

Fending Add
Approdl

Cma Time Gnly $1.00000 k3

ential Busneass

OFIOFENN0 1378528813100

E=sential Business

OFInT010 Checking - 4514 Oma Time Only $11,000.00 E

For transfers, you can find pending items under the “Scheduled” tab on the Transfer Center page. As you
can see in the illustration above, the status of these transfers has been set to “Pending Add Approval’
(“Add”= new (added) transaction). To complete these transactions, at least one approver has to approve
each transfer.
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Any user, not just a CSA, can be designated an approver, but in order to function as approvers, users
must be given the Approver entitlement. This entitlement enables them to see a link to the authorization
window on pending items:

Transfers between 07012010 and

Scheduled Compheted All Transfers

Date = Confirmation Number & From g J # Frequency # Amount &

OTIOTI2N0 1278528813150 Mons Pending Add ending.? Ona Time Only §1,00000 &3
E I'Cll"nl'ﬂ|

OTIOTIION0 | 2TRS31184070 Mond I_.'*'.l.ﬂ no I'Idl:ll.Fr'_I Eending Afd Ona Time Cnly §11 000,00 E

Clicking the link opens an authorization window that lets the approver either accept or reject the pending
item:

Hote:
o - Please gnsiirg SuMcien] funds & aailable in wiur Frorm Accounl vwhen tha
Transfer Date armves

From:  Wioney Market - =500 S oste $11,000.00
Toe Essanlllal Business Checking - —
bt O F ]
Stalus: Pending &dd Approval
Frequency: One Time Orily Conmrmation 1273082661673
[ views it story [ potet | [rusect [l accent |

If the approver authorizes the action and no further approvals are needed, the action is executed. But
sometimes items require more than one approver. In our example, a threshold of $10,000 was set, so that
any transfer above that amount requires two approvers to authorize it.

Since this transfer is for $11,000, it needs further approval, so the status is changed to reflect the partial
approval:

Iransfers between 07012010 and OBDGE2010 Create Transfer

Scheduled Completed All Transfers

Db = Confirmsation Mumber £ From Accoumnt # T Account Status Frisquency & Amount
Eggantial Business Add Fartially
07072010 1278531154929 iomey Market - ™™ =5082 Chatking.- 614 Aonroved ane Time Only §11,000.00 D

" User Dual Authorization does not require the Approver entitlement. The only requirement is being a CSA.
|
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Notice that the link to the approval window is no longer there. The link is visible only to “eligible”
approvers — i.e., approvers with the entitlements to access the pending item who have not originated or
already approved the action.

Eligible approvers are notified of pending approvals in their Info Center (Eigure 20, below) until the end of
the scheduled transaction date, if there is one.

Figure 20: Info Center on Home Page

My Baﬂk T-....In-'. Drabe Wednesday, Juby 7, 2010

1Logine Wednesday, July 7, 201

Welooime Wty Manager

Aecount Balanoes: Irafiy C el

A Wiew laris A unread)

P View Messanes: (2 wnread)

e Fos i deds

Rickname = Account Number & Available Balance & A5 O & Last Business Day Balance ¢
pMarke] “=~=5002 $20,267.47  July T, 2010 0548 PM COT ¥I526T AT

" Transier Aporovals: (1)

W ser Entillemen Spprnals: (1) l
Info Center

We'TE Here ' .o -}
~

iy View Alerts: (3 unread)

@ View Messanes: (2 unread)

! View Reminders

@ Transfer Approvals: (1)

4 User Entitlement &pprovals: (1)

Going back to our example, once a second approver approves the transaction, the transfer can finally be
completed. However, if a second approver does not act on the item, by either accepting or rejecting it, the
transfer will remain in its pending state.

This situation is complicated by the fact that the Info Center shows pending approvals only up until the
scheduled transaction date. After that, the posting disappears. If no eligible approvers see it before the
scheduled date passes, the pending item might be overlooked.

GUIDELINES FOR ADMINISTERING APPROVALS

As you can see from the above example, there are a number of factors to consider when administering
approvals. If you don’t have enough approvers or you haven’t given them all the entitlements they need,
some transactions could remain in their pending state forever. Even if you’ve been careful about
entitlements, it’s still possible for pending items to remain pending — say, for example, the only eligible
approver goes on vacation and returns after the scheduled transaction dates have expired. Here are
some guidelines for keeping the approval process foolproof.
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1. Know which approval features are turned on and what their requirements are.
It's important you know because different features have different requirements. The User Dual
Authorization option, for example, requires two CSA-level approvers, since only CSAs can access
entittements. (You have to ask BMO Harris Online Banking Services to create CSA-level users for
you, because a CSA can’t create another CSA-level user.)

If you don’t know, contact BMO Harris Online Services. Only a BMO Harris Online Banking
representative can turn on approval options.

2. Know which entitlements are necessary for each type of approval.
Besides the Approver entitlement*, approvers also need access to the type of action that requires
their approval. If you're using transaction threshold approvals for internal transfers, for example,
your approvers need the Transfer entitiement for every account used in transfers. Also, if you
want to limit the amount of money an approver may authorize, you have to set those limits in the
approver’s account entitlements. (See Customizing a user’s access to accounts.)

3. Know how many approvers are required and make sure you entitle enough of them.
If you need three approvers to authorize a transfer, but only two approvers have all the necessary
entitlements, that transfer will never be completed. Keep in mind that users who originate
transactions are no longer eligible to approve them, since they can’t authorize their own actions.

4. Have approval alerts sent to approvers’ email.
Approval alerts are among the optional alerts to which users can subscribe. Have your approvers
create alerts for the types of approvals that require their attention. (See Guide to BMO Harris
Online BankingS"’I for Small Business for more information on alerts.)

5. Periodically check for pending approvals.
Go through the screens where pending approvals appear and check for items that might have
been missed. (Remember to change the view so that it covers the period since your last check.)

AUTHORIZATION PROCEDURES

To grant the Approver entitlement:

Pl rati=emen

1. Go to the Manage Users page. (Click the Administration tab.)
2. Inthe Users table, click the user name (Edit User link).

The Administer User Entitlements page will be displayed.

3. On the User Permissions panel, select Approver.

LIEET May approve fransacions

i
* TN LY P0T SIS EI Py Business Bill Pay Stalus. Unenroled

Liser Roccess: Useris natyel enfitiad to ary accounts

(® make no changes 1o this user's enfillemants

A Full {Entile user for all existing and fubure accounts and functans)
¥ Cusiom (Enfile user for speciic accounts and functionsy

3 MWone (Mo accound of Tunclion entiflerments)

4. Click Save and Continue.
The approver may need additional entitlements in order to authorize specific actions. See also
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Understanding approvers and authorizations, The authorization process, Guidelines for
administering approvals, and Configuring User Access and Entitlements.

To check for pending approvals: , ==

1. Go to any page with an Info Center panel. Click the Home tab. The Info Center panel appears
midway down on the right of the page.

2. On the Info Center panel, look for items pending approval.

Info Center

& View Alerts: (3 unread) 2

{j} View Messares: (2 unread)

(2)
(1
rovals:

{n

¢ Transfer Approvals:
¢ Payiments Approvals:

A

& User Entit
b Templates Approvals:

3. Click the link to view pending items.

To approve a pending transfer: &

1. Go to the Transfer Center page. (Click the Transfers tab or click Transfer Approvals link from
Info Center.)

2. On the Transfers panel, click the Scheduled tab.

M

Iransfers between 07012090 and DBMOGZ2NAN

Al Transfers

Scheduled pleted

Date = Confirmation NMumber  # From Account # To Account % Status %+ Frequency = Amount £
—— Essential Business Panding Add
1278538812190 Mongy Madcal - “5097 J
077G 12785239131 M Checking - ™51 4 i One Time Only $1,00000 3
v Ezzential Businass Panding Add
1278531154928 Money Madcel - =5097 L Agpro J
OTIOTIZD 7 i ok ey o One Time Only §11,00000 &3
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3. Inthe Status column, click the authorization link of the item you want to approve.

Pending Add Approval

Transfers betwean 07012010 aivd 0E0D62010 : - -
: = (Authorization window)
link

Scheduled | Completed | Al Transfers

Date = Confirmation Number & From Account & To Account

OFOTI0N0  127RS78E1 3190

e Tima Onke S100000 3

Add Partially Approved
|Authorization window) s -
07072010 127R531154829 lirk : Ovie Tirne Onke 31100000 D

TIP: If you don’t see the item you’re looking for, use Change View to check different date ranges.

View Transfers

From: | 05052010 B2 To:|0BI042010 B Change View

Also, look under All Transfers. Someone else might already have approved or rejected it.

4. When the authorization window appears, click Accept.

Hole
o * Flease ensure Sulicien funds & available in wour Frorm Accounl wien tha
Transier Data armves

e R I

Transher
) J—
From:  Woney Markel G082 A it $11,000.00
Fequesterd —
Start Date: 002010
= 55 s
Toe _E-'FBTE?I;BLIEII'IE:'S ~hecking Pl
Status: Pending Add Approval
Frequency: One Time Only C"“T:'H”“"':_': 127 3082661673

[concer [ view uct estory [ Dt

To reject a pending transfer: S

1. Go to the Transfer Center page. (Click the Transfers tab or click Transfer Approvals link from
Info Center.)
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2. Onthe Transfers panel, click the Scheduled tab.

Y.

Iransters between 07012010 and 000NN

Al Transfers

Scheduled pleted

Date & Confirmation Number  #  From Account # To Account # Status % Frequency $ Amount  #
- Ezsential Businass Panding Add
L . -

OTIOFII0N0  1ZTR578813190 Moy kel 090 Cpecking- mast 4 e One Time Only §1,00000 B3
v Essenlial Businass Panding Add
- o

OTIOTII0N0 1278531154009 Mone Madket- 5092 L et 4 e One Time Only $11,00000 &3

TIP: If you don’t see the item you’re looking for, use Change View to check different date ranges.

View Transfers

From: | 05/05/2010 2 7o |06/04/2010 ]

Also, look under All Transfers. Someone else might already have approved or rejected it.

3. In the Status column, click the authorization link of the item you want to reject.

Pending Add Approval

(Authorization window)
All Transfers link

Transfers between 07012010 amd DBDG2010

Scheduled

Completed

Date = Confirmation Number & From Account & To Account #® Status

ome Time Onfe §1,00000 B3

OTOT010 1278538813160

Add Partially Approved

|Authorization window)
link

OF07200  13re531154939 One Tieee Only §11,00000 &

4. When the authorization window appears, click Reject.

Hole
0 * Please gnsure Sulicien] funds s aeailable in wour Froerm Accounl vwhen tha
Transier Data armves

= @@ ]

From:  Wiomey Market - =500 S oete $11,000.00
Requested
S o 0700712010
To: Essantial Business Checking - —
et Tl
Status: Pending Add Approval
Frequency: One Time Only C""’:'u"“"':'r'f 1273082861673
= Ven it estory— Dot hceon |
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To approve a payment:

[UFLAES

1. Go to the Payment Center page. (Click the Payments tab or click Payments Approvals link from
Info Center.)

2. In the Status column, click the authorization link of the item you want to approve.

Parminils bitween 07 202010 an

Lend

Date # Payment ¢ Account Amount #

Company 1D -- Company Mame
E=sential Business Checking -

DTl’_ZB,I"EI]‘IBEM TR A FPersonal : . = i F'Endlﬂ Add A TD"H"H|
lragnyan WSCOODO00Y — My Supaly o Disbursermegls —— (Authorization window)
5 link
Essantial Business Chacking -
Copier bt 13 | Business
081372010 lease MSCO00000H — My Supply o Disburseme
Lied

3. When the authorization window appears, if you want to add a memo, enter it in the Memo box of
the Authorization Memo panel:

Payment Indormation 3

Descrigtion: Repair flat fire on van Type: Fersonal Dis
Effective Date: 072272010 Freguency: One Time Only

From: Essential Busmness Checking - = 4{14-- MSCO00000

Recipient Info

Prenote  Prenobe Expire Dute Recipient harmse

MiA Gus Sarmaritan

Recipier@ ID  Acoournt Amount
131313166 350000

Addendum

Humber of Reciplents: 1

Tatal Payrnent;

350000

famhorization Memo

Cancel Wi Audil Histong Reject
[ Cancel | View Audl History | Reject J Agprove |

4. Click Approve.

To reject a payment:

[EIFLAE

1. Go to the Payment Center page. (Click the Payments tab or click Payments Approvals link from
Info Center.)
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2. In the Status column, click the authorization link of the item you want to reject.

Parminils bitween 07 202010 an

Lend

Date # Payment ¢ Account

Amount £

Company 1D -- Company Mame
E=sential Business Checking -

DTl’_ZB,I"EI]‘IBEM TR A FPersonal .: = i F'Endlﬂ Add ﬂrﬂ"u’m
fifa gnyan — MSCOO0O00N — My Supaly Co i : : - (Authorization window)

L lirik

Essantial Business Chacking -

Copier bt 13 | Business

081372010 lease MSCO00000H — My Supply o Disburseme
Lid

3. When the authorization window appears, if you want to add a memo, enter it in the Memo box of
the Authorization Memo panel:

Payment Indormation 3

Descrigtion: Repair flat fire on van Type: Fersonal Dis
Effective Date: 072272010 Freguency: One Time Only

From: Essential Busmness Checking - = 4{14-- MSCO00000

Recipient Info

Prenote  Prenobe Expire Dute Recipient Mame  Recipien@l D ACoount
iR s Earmaritan SAMADD 13313166
Humber of Reciplents: 1

Tatal Payrnent;

famhorization Memo

Cancel Wi Audil Histong Reject
[ Cancel | View Audl History | Reject J Approve |

4. Click Reject.

7
To approve an entitlement change: S f‘

(Requires User Dual Authorization feature)

1. Go to the Manage Users page. (Click the Administration tab or click User Entitlement Approvals
link from Info Center.)
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2. Inthe Users table, in the Approval Status column, click the Approval Required link of the user
whose entitlements you want to approve.

Create User

User Name Entitlement  User's Login ID  Approver Approwal Status

Modified
Jog Accountant oy his profile)  Cystarn

Approved

Kien Clerk (copr his profel Custarm Clerkni Approval Raguired

3. When the authorization window appears, if you want to add a memo, enter it in the Memo box of
the Authorization Memo panel.

Cormpany Name: & SUPPLY COMPANY Lsers Losgin ID: Clerkol
Hame: Fenl Clerk E-meail Address: clers@mytompany com
Passward: Espires Every 90 days Lanmuampi: :;:g;ll'f; (Linfed Siatas)
Primary Phone: Fax: Mumber: E00-231-0923

Secondary Phone:

User Status: Useris aclive

User ACCESs

Appriner:
Security Level: Lseris not 3 syshe e

[rata Services: Ro Data Sagfes Usar Access: Lseris notyat endiled to any ach

Autharization Memo

4. Click Approve.

7
To reject an entitlement change: ¥ f‘

(Requires User Dual Authorization feature)
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1. Go to the Manage Users page. (Click the Administration tab or click User Entitlement Approvals
link from Info Center.)

2. Inthe Users table, in the Approval Status column, click the Approval Required link of the user
whose entitlements you want to approve.

Create User

User Mame Entitlement  User's Login ID Approver  Secusit i Approval Status

iary Manager (cogy this profile)  Full Wi C: AP ! Modifiad

Approval Require ¥ COMFO
W &y 4, 2010
Approwed

Jog Accoyntant (o this profile)  Custarn

Eend Clerk (eop his profe Custorm Clerkol Approval Reguired

3. When the authorization window appears, if you want to add a memo, enter it in the Memo box of
the Authorization Memo panel.

User Information

Company Hame: & SUPPLY COMPANY Users Losjim 1Dz Cler=0
Hame: Hent Clark E-mmeall Address: cler@mycompant.com
; .
Password: Expires Every 90 days Language: EP'I';',' {Unflad States)
Primary Phone; Fax; Mumbar: 200-231-0933

Secondany Phone:

User Status: Useris aclive

User Access

Approer:
Security Livel: Lseris nol a sysbig

Data Services: Mo Data Se User Access: Lser is notvet entilled (0%gy accounts

Aurthorization Memno

[ Reject | Aoprowe |

4. Click Reject.

To approve a template: @ @ ACH

Ptz

(Requires Template Dual Authorization feature)

1. Go to the Initiate from Template page. (Choose Payments >>Templates from the Payments
menu or click Templates Approvals link from Info Center.)
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2. On the Templates panel, in the Status column, click the authorization link of the item you want to
approve.

Templates

Select Template Mame = Arcount E . Last Updated By E

BusColleclioni S (11 Clerkz
MSCO00000 - My Supply Co Lid

Busingss Colletlion

Busdishursement] Pending Add Approval
{Authorization window)
limk

3. When the authorization window appears, if you want to add a memo, enter it in the Memo box of
the Authorization Memo panel:

Ternplate Infar mation 3

Termplate Mame: |8 Mection
Typee: QBuziness Collection
Pay To: QE=senial Business Checking -~ *™**4614 -- M3C0000001 -- 19281 .42
Tortal Mastimum Payrment rmunt:
Dual Aathorization: Bhual authorization is nof required

REcipient s

Prenoie Pm'::::a Expire Recipient Name Recipient B8 Default Addendum
Al n Amouni
M M ACME Him-'-'u CiEL LI ACMEDT = 455 $500.00 Merithily Offios Supphes

Authorization Memo

¥ Mema: |Changed defaufl ared |

4. Click I Accept.

To reject a template: n%, |nu,%m._,,| ACH

(Requires Template Dual Authorization feature)

1. Go to the Initiate from Template page. (Choose Payments >>Templates from the Payments
menu or click Templates Approvals link from Info Center.)
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2. On the Templates panel, in the Status column, click the authorization link of the item you want to
reject.

Templates

Select Template Mame = Arcount E . Last Updated By E

BusColleclioni S (11 Clerkz
MSCO00000 - My Supply Co Lid

Busingss Colletlion

Busdishursement] Pending Add Approval
{Authorization window)
limk

3. When the authorization window appears, if you want to add a memo, enter it in the Memo box of
the Authorization Memo panel:

Ternplate Infar mation 3

Termplate Mame: |8 Mection
Typee: QBuziness Collection
Pay To: QE=senial Business Checking -~ *™**4614 -- M3C0000001 -- 19281 .42
Tortal Mastimum Payrment rmunt:
Dual Aathorization: Bhual authorization is nof required

REcipient s
Prenote Expire

Prenoie Diats Recipient Name R“TEI““ f d :;':::: Addendum
M M ACME Him-'-'u CiEL LI ACMEDT = 455 $500.00 Merithily Offios Supphes

Authorization Memo

¥ Mema: |Changed defaufl ared |

4. Click | Decline.

Company System Administrator Guide 70



CSA GUIDE
I EEE——————————————————————————

=]
u}

BMO Harris Business Bill Pay*"

In this section we discuss enroliment in BMO Harris Business Bill Pay, an optional feature for making
online payments.

Enrolling in bill pay is a two-phase process. First you enroll your company in bill pay. Then once the
company is enrolled, you can enroll additional accounts and users. Once enrolled, you will be able to
instantly access BMO Harris Business Bill Pay and begin setting up payees and making payments.

In this guide, we cover the following bill pay administrative functions:

e Enrolling your company in bill pay

e Enrolling additional accounts in bill pay

e Enrolling additional users in bill pay

Procedures for enrolling in bill pay as well as unenrolling are included in each section. For more
information about all other bill pay functions, see bill pay Help.

ENROLLING YOUR COMPANY IN BMO HARRIS BUSINESS BILL PAY
Enrolling your company in BMO Harris Business Bill Pay registers your company and primary account
information and establishes your bill pay access. It also enrolls you as an Administrator (top-level) bill pay

user.

You enroll your company in bill pay on the BMO Harris Business Bill Pay Enroliment page (Figure 21,
below):
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Figure 21: Business Bill Pay Enrollment Page

BMO 9 Harris Bank » Accessibility Mode Off »  Secure Message Center » ContactUs » Help » Log Out

Home L Accounts Transfers *» Services * | Total Look **

Business Bill Pay

Home »Payments » Business Bill Pay » Today's Date Wednesday, February 22, 2012

. . Last Login: Wednesday, February 22, 2012
Business Bill Pay i o

Use this screen to access bill pay.

Note:
o . You are not yet enrolled to make online Payments. Please enroll before using online Payments.

Bill Pay Information

Qur records indicate that you are not currently enrclled in Business Bill Pay Service. Clickthe "Enrall” button below to get started.

Top of Page

D
To enroll your company in BMO Harris Business Bill Pay: | S#"%

The Business Bill Pay enroliment page is available only if your company has not yet enrolled in BMO
Harris Business Bill Pay. If you are already enrolled in the service you can’t perform this procedure.

1. Go to the Payments tab.

2. On the Payments menu, choose Business Bill Pay.

BMO Q'Harris Bank

Hirrne

Accounts

SENACES

| see—13NE1ES

-

Ay Ny M Al B e N Al s e R e el A e e Bl e

TIP: To save time, do not click the Payments tab, just point to it, then move the pointer down to
the Payments menu and click Business Bill Pay.

3. On the Business Bill Pay page, click Enroll. (The Bill Pay Information Panel must say you are not
enrolled in BMO Harris Business Bill Pay for the Enroll button to be visible.)
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Home * Payments * Business Bill Pay * Today's Date: Tuesday, Juky 20, 2010

Bu5| ness Bl” PEY Last Login: Tuesday, July 20, 2010

Uze thiz screen to accass bill pay.

Bill Pay

Information
3|

Muote:
o «  Wouare nofyet enrolled o make online Paymants. Please enroll befora using anline Paymends.

Cur racards indicate hat vou & not cumanlly ennalled in Business Bill Pay Sarvice. Chick the "Enmall® bulban belaow to get starbad.

3

4. Select an account to be used as your primary account for bill pay. Monthly fees incurred for the
bill pay service will be deducted from this account.

Salact the privary icount That you would B uE Do use 0o rrake bl paymente You will have the opportunity ot a Boer time to enndl mare 3coourts. IF you mour &y fees from
Bl Pay Sernce, they wil be taken from this account,

Accoung®; Salect an Account b

Seled An AcCounl

2alec Cheacking — ****7002

5. Click Enroll.

6. Once completed, a confirmation message will tell you your enrollment has been processed and
the bill pay welcome page will be displayed.
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BMIY elllurrls Bank ¢ Acrossibilty Mode O ¢ Secure Messape Camier v CondadiUs » Help » Log Oug
Eussiness Bill Fay
-

Home ® Paymanis ® Business Bl Pay » Business Bl Payments »

Business Bill Payments

LiGi Mis Siresi B3 ddw Wl papneals

G Succes =l Subml
] Youn have sucoasshilly been enmilled for Bill Pay, Comimation Mumibsr 14300596_2254308 1512092011

Welcome ta Bill Pay!

To kear whal makes cur bl
sury differart, take cur Tawr,

To unenroll your company from BMO Harris Business Bill Pay: Bill Pay

1. Go to the Business Bill Pay Profile page. (On the Payments menu, choose Business Bill Pay >>
Manage Profile.)

2. On the Available Accounts panel, in the Account Status column, click the enroliment link
(unenroll) of an enrolled account.

unenroll
link
Meailable Accoamis

fcoount Mame Account Status

Buzinass Marney Market Mot Enrolled fenrol]
Buszingss Chacking Enrolled [unencl]
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3. When the Business Bill Payment Unenroll Account page appears, click Unenroll.

Home » Paywnents » Business Bill Pay Profile » Business Bill Paymen Unennoll Account »

Business Bill Payment Unenroll Account

Usa this screen fo preview unennoll account fram bl paymant

3 |

Warning:
i - You're about 1o unenrodl this account Fyow have any pending pay ald from this accound, iIncluding any that are
L ! L1 scheduled automatically, they will be canceled
Bra youl sure you want 1o unanroll this account?

Accomi Mame: Business Chacking
Acoount Number: =***1319

[ inenvon

4. Repeat steps 2 and 3 for every enrolled account.

ENROLLING ADDITIONAL ACCOUNTS IN BMO HARRIS BUSINESS BILL PAY

When you enroll your company in bill pay, you register a primary account. Once your company is
enrolled, you can add other BMO Harris accounts to bill pay.

You manage bill pay accounts from the Business Bill Pay Profile page (Figure 22):
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Figure 22: Business Bill Pay Profile Page

BMO 9. Harris Bank

)

p— — Pay:rr: I:;I-.nts
Persanal ““: EIL

Horme ® Pagnends @ Busingess Bill Pay Profile =

Business Bill Pay Profile

Lz this screen ba manage your Bill Paymient prodile. In osder to un Available tunenrll sl enrolled accounts
Accounts
pane enroll /
unenroll
link

fyadlable Accommts
Account Marme Account Status
Business Money Maret Mat Encolled [srrl
Busmaszs Checkang it 1 1 Enmlled [

Done

button

On the Business Bill Pay Profile page, you can enroll or unenroll accounts from BMO Harris Business Bill
Pay. If you unenroll all the accounts on this page, you remove your company from bill pay entirely.

m
-
ja¥]

To go to the Business Bill Pay Profile page:

1. Go to the Payments tab.

2. On the Payments menu, choose Business Bill Pay >> Manage Profile.

Figure 23: How to go to the Business Bill Pay Profile Page

BMO 0 Harris Bank

%ml
Payment

Transfers Sandces

A

1
>

Fay Bills

Iar :.-ugnF"_I'l 5]
)

il il i e, e B e e e B B e e B, e B il i B B g, S W i B e g A e e Ny Ay oy A B A iy ol B By e e Bl B e Bl B bbb
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TIP: To save time, do not click the Payments tab, just point to it, then move the pointer down to
Business Bill Pay on the Payments menu, and click Manage Profile.

To enroll an account in BMO Harris Business Bill Pay: Bill Pay

1. Go to the Business Bill Pay Profile page. (On the Payments menu, choose Business Bill Pay >>
Manage Profile.)

2. On the Available Accounts panel, in the Account Status column, click the enroliment link (enroll)
of the account you want to add to bill pay.

enroll
link

Mvallable Accomis

fcoount Name M rccount Status 'r

Buzinass Marney Market Mot Enrolled fenrol]
Buszingss Chacking Enrolled [unencl]

3. When the Enroll Accounts for Business Bill Pay page appears, click Enroll.

Home ®» Pmanents 2 Business Bl Pay Profile 2 Enroll Accounts Tor Business Bill Pay

Enroll Accounts for Business Bill Pay

Lize this screen fo ennall an accouwnt for Bill Pay

3 |

Account Hame: Husiness Money barket
Accournt Mamber: ~ n47a

A confirmation message will tell you that your enroliment has been processed. .

To unenroll an account from BMO Harris Business Bill Pay: Bill Pay

1. Go to the Business Bill Pay Profile page. (On the Payments menu, choose Business Bill Pay >>
Manage Profile.)
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2. On the Available Accounts panel, in the Account Status column, click the enroliment link
(unenroll) of the account you want to remove from bill pay.

unenroll
link

Mailable Accounts
fcoount Name Account MNumber
Busingss Money Market wATO

Busingss Chacking et -3 1]

3. When the Business Bill Payment Unenroll Account page appears, click Unenroll.

Home » Pammemts » Business Bill Pay Profile » Business Bill Payment Unennoll Accoummt ¥

Business Bill Payment Unenroll Account

Usa this screen fo preview unanroll account fram bl paymant

3 |

Warning:
o *  You'rs about o unanrodl this account. IFyou have any pending paT aid from this accound, including any that are
L5 sehaduled autamatically, ey will be canceled

e you sure yau want 1o unanroll this account?

Accomi Mame: Business Checking
Account Numbser: ==*1313

[ nenvon

ENROLLING ADDITIONAL USERS IN BMO HARRIS BUSINESS BILL PAY  jwf
In a multi-user system, you can enroll additional users in BMO Harris Business Bill Pay by granting them
the bill pay entitlement. This entitlement lets users see bill pay on the Payments menu. There are two
levels of Bill Pay User Permissions that can be granted:

Bill Pay Administrator - can make bill pay payments without an approval being required. They can also
approve payments scheduled by a Bill Pay Authorized User.

Bill Pay Authorized User - can set up and schedule bill pay payments, but the bill pay payments must
be approved by a Company System Administrator or Bill Pay Administrator in order to be processed. It is
important to note that the BMO Harris Online Banking entitlements do not carry over to bill pay. So any
online banking restrictions you have placed on a user, such as transaction limits, approval thresholds, or
even whether that user can access an account at all, do not carry over to bill pay. (See Bill Pay Help for
more information.)

Note that you can’t grant the bill pay entittement when you create a new user. You have to save the user
profile first, then go back and modify it. Remember that the bill pay entitlement is not transferable. That is,
if you copy a user profile to another user, the bill pay entitlement won’t be copied.
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To enroll a user in BMO Harris Business Bill Pay: , === Bill Pay

ﬁh IMPORTANT: None of the permissions, transaction limits or entitlements configured through
User Access applies to BMO Harris Business Bill Pay.

1. Go to the Manage Users page. (Click the Administration tab.)
2. Inthe Users table, click the user name (Edit User link).

The Administer User Entitlements page will be displayed.

3. On the User Permissions panel, select Entitle User for Business Bill Pay.

Usaer Prammissions

Bill Pay: [] Entitie User tor Business Bill Pay

o Enititle Lrser for Business Bill Pay as Bill Pay Administrator (make payments, approve pending
payments, 3dd accounts for bill pay Access)

Business Bill Pay Siaus. Unaniclled

® Erilitie User for Business Bill Pay a5 Bill Pay Autharized Used (payments will reguire approval by
Company Sysiem administrator or Bl Pay sdministralor before being processed)

User Accoss: LISer is nof nl entitled b0 any accounts
() Mak no chanads 1 i users entitements

4. Select to entitle user as a Bill Pay Administrator or Bill Pay Authorized User.
Click Save and Continue.

5. When the bill pay security warning appears, read it and click | Accept.

Flease MNote: By checking the 'Bill Pay' check box you are giving this user full access to all
0 of your accounts that you have enrolled in bill pay. Account access and transaction limits
granted in the ‘Entitle Accounts’ page applies to all BMO Harris Online Banking®" functions
except bill pay. As a Company System Administrator, you control what accounts are enrolled in
bill pay by selecting the ‘Payments tab, clicking on ‘Bill Pay and selecting Manage
Profile’. Upon enrollment to bill pay, if @ useris a Company System Administrator or
designated as a 'Bill Pay Administrator’, they will be able to add accounts in bill pay as well as
make and approve payments set up by a non-Company System Administrator. Ifthe useris
not a Company System Administrator or Bill Pay Administrator, the user will he designated as
an "Authorized User and have restricted access to bill pay functionality. An Authorized User can
set up and schedule bill pay payments, but the bill pay payments must be approved by a
Company System Administrator or Bill Pay Administrator in order to be processed

You must click | Accept and then Preview Add User to Bill Pay to finalize the permission

setting for this User If you click | Decline, this User will not be entitled for bill pay. If you need
assistance, please contact BMO Harris Online Services

ipecine | Thccen

If you accept, the user will be enrolled in BMO Harris Business Bill Pay.
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To unenroll a user from BMO Harris Business Bill Pay: , M= Bill Pay

1. Go to the Manage Users page. (Click the Administration tab.)
2. Inthe Users table, click the user name (Edit User link).

The Administer User Entitlements page will be displayed.

3. On the User Permissions panel, at Business Bill Pay Status, click. Unenroll.

U=er Permissions

bl Py Entdle Uiser for Business Bill Fay

Husiness Bill Pay Status: Enrollad Lnsnmll

(® Make no changes 1o this uzers entilements
(2 Full (Enliie wsar for all existing and fdure sccounts and funclions)

) Custorn (Entitte user for speciic accounts and funclions) 3 I
) Hone (Mo account or fanction entiterments)

4. When the confirmation message appears, click Submit Unenroll User.

User Access: Useris fully entlled for all accournts

Previesw Uinenroll User to Business Bill Pay

By clicking Submit you are remaoving access 1o bill pay screens for this user Paymeants and Payees
are at the company level and will not be affected,

If you do not wish to proceed click the cancel button.

Cancal 4 Subrmit Unenroll User
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ACH Payments [ACH

In this section we discuss the administrative tasks associated with the Automated Clearing House (ACH)
Option, an add-on product that lets users make electronic payments and collections via the ACH network.
This feature must be enabled by BMO Harris Online Banking.

There are two main administrative functions that pertain to ACH payments:

e Maintaining the Preferred Bank list

e Granting ACH entitlements mitiza

MAINTAINING THE PREFERRED BANK LIST

One of the choices a user makes when creating ACH transactions is whether to select a bank from the
company’s Preferred Bank list. As a CSA, one of your responsibilities is to maintain that list.

To save you time, BMO Harris Bank maintains a list of hundreds of banks in the U.S. in a Standard Bank
list. This information is continually updated. You can add any of these standard banks to your preferred
list, or you can enter your own bank information.

Both the Preferred Bank list and the Standard Bank list are located on the Banks page (Figure 24, below):
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Figure 24: Banks Page

: Payments
BMO 9 Harris Bank &b

m EEEUSES — m Lo roini F’ayments
Payment Camter  Husiness Hill Pay  ACH  Templates  Hecipients  Banks menu

Home ¥ Hanks 3

Banks
Preferred Create Preferred
Lisa this scraen 10 salect existing Banks and Creaie new Predermad § Banks T

panel link

Prefered Banks Create Preferned Bank

Search bt | Bank Mam

Search by Mame: £ B |10 MICIE|ZIBISITILIEINIEIEE
= Standard
| Bank hame « Bank Tdendifier Banks

Amalgamaiad Bomus Bank 071025661 panel [ 5TATES
HASRIS HaME A1 ranGaT CHICAT D ETATES

Starwlaril Banks

2 Sparchin: |BarkNams % Search for: H
‘Search iy Name: 2 [BICIDIEIEIZIHILIEILIMIBIQIEIQIEISITISIYINIZI01E

.

Hank Mame = Bank Identifier = [ity %= Coamtry =

HARRIE TRUST & SAVINGES BANK CHICAZD LUNITED STATES
|HI?I.H'H‘I3 TRUSTHANE OF BOMNTR bﬂnk WEST PALM BEACH LIMITED STATES

HARRIS. H.A information LOMBARD LINITED STATES

SRS, HA fink CHICAGD UNITED STATES page
||:|EEEI3. HLA 071000285 CHICAGO LINITED STATES selection

taar

C prev 10 | [prev |[ 23 ][ 24 | 35| 26 || 27 ) | 29 | 30 ][ 31 || 32 || neesen | -.emmj_:)

The Banks page is divided into two panels: Preferred Banks, which contains your company’s Preferred
Bank list, and Standard Banks, which contains the bank list BMO Harris maintains. Each panel has a
bank list, a search pane for finding banks in the list, and if the list is long enough, a page selection bar
which lets you jump to different pages of the list.

On the Banks page you can

e Add banks to the Preferred Bank list

e Delete banks from the Preferred Bank list

e Search for banks

e View information about standard banks
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ACH

To go to the Banks page:

1. Go to the Payments tab.

2. On the Payments menu, choose Banks.

Figure 25: How to go to the Banks Page

HM(’}Q Harris Bank Accassibiliy Mode 0N+ Sacure Messane Canter
ome | pecoms
Payment Center Pay ACH Templates Reciplents
u

i, i, o, g e, i, N By S, B, B, B, By g Sy B N By S Ny By Sy N Nl B e B Bl e e B ol e B e el B e el e e e

TIP: To save time, do not click the Payments tab, just point to it, then move the pointer down to
the Payments menu and click Banks.

Add banks to the Preferred Bank list
You can add a bank to the Preferred Bank list either by copying one from the Standard Bank list.
Adding a standard bank is done from the Add Standard Bank page (Figure 26, below):

Figure 26: Add Standard Bank Page

Home ¥ Banks » Al Standard Bank »

Add Standard Bank

Lize this screen bo add e selecied Slandand Bank bo vour Prefemred Eﬂ n ""
Information
panel

Bank Infonmation

Bank Hame: HARRIS BANK City: CHICASO
Sirest Address: STHFLOOR SlateRegion; |linois
FipPastal Coibé:  EDS0E

Coumtny: United States
ABR 271250647

[Cacel

On the Add Standard Bank page, you can review information about the bank before submitting it to the
Preferred Bank list. Since this information is maintained by BMO Harris, you can’t edit it.
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To add a standard bank to the Preferred Bank list (copy from list): ACH

1. Go to the Banks page. (On the Payments menu, choose Banks.)

2. On the Standard Banks list, click the name of the bank (bank information link). (You can search
for the bank using the search pane or by browsing bank list pages.)

Prederrad Banks Craate Preferred Hank

Sy T Search

Search y:  BankMames s
- ‘JI".IF' QIEIZITINIYINIE|YE ]S

Search by Mame: 5|5 C|DIEIEIGIHIL

# Country

Standard

UNITED STATES

information

link

The Add Standard Bank page will be displayed.
3. On the Add Standard Bank page, click Submit.

Delete banks from the Preferred Bank list

You can delete banks from the Preferred Bank list. (You can’t delete banks from the Standard Banks list.)

ACH

To delete a bank from the Preferred Bank list:

1. Go to the Banks page. (On the Payments menu, choose Banks.)
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2. On the Preferred Banks list, click the name of the bank (bank information link).
(If there is more than one page, you can search for the bank using the search pane or by
browsing bank list pages.)

Craate Preferred HBank

Prederrad Banks

‘search

Search ne | Bank Mams w

SearchbyMame: A|21CIDIEIEIZIENL MIMIQIEIZIBEISIDILIEINISIE]E

Advanced S8 .0

# Country

UNITED STATES Standard

information

link

The View Standard Bank page will be displayed.
3. Click Delete.

4. When the confirmation message appears, click Yes.
Search for banks

Both the Preferred Banks and the Standard Banks panel on the Banks page, have a search pane for
locating banks in the list (Figure 27, below).

Figure 27: Bank Search Pane

arch

wn
[1=]

Searchw: |BankMame  w Search for: |

Avanced Search

If there are multiple pages in the list, there will also be a page selection bar at the bottom of the panel
which lets you browse or jump to different pages of the list.

[orev [ 1[2 [ER[41[51[&][7][e][e][10] next |[next 10 ]

On the search pane, you can perform simple searches in two ways.

The first way is to select a field from the Search by dropdown list and enter your criteria in the Search for
box.
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Search by | BankMName  w Searchfor: 071904355

Bank Mame
Hank ldenlifier
Search by Name: (-

HLTETLIMINIQIEMIME IS | TILIY WY 2

Aivanced Searc.

When you click Search, only the banks that match your criteria will appear in the list:

Standard Banks -]

Search inz _Ea'llr. Idenitlier » search for: 071504355

Search by Mame: AI1BICIDIEIEIGIHIIIEILIMIBISIEIGIRIS I T 0]

Bank Mame = Bank Identifier
HARRIS, Wb 071804355

Ak

# Country
LIMITED STATES

The second way is to click the first letter of the bank’s name at Search by Name and use the page
selection bar to page through the banks beginning with that letter.

Search e _Elank:Nsrna bl | Search for: _Z _
Search byMame: &|D|CIDIEIEIGIHIIEILIMIHIQIRIZIRISITILIYISIEIZIZ
Advanoed Search @

Bank Marme = Bank Identifier + City # Country %
[ZANE TRACE FCL 144183602 ZANEEVILLE LWITED ETATES

[ZAPATA MATICHAL PaME 114923756 IMPATA, LITED ETATES

[ZAVALA COLIMTY BANE 114810222 CRYSTAL CITY LITED ETATES

[ZELLCO FOL JESATIEN 2 BOGALLISA LITED ETATES

[ZELLCO FEDERAL CLUI JE52T3805 BOGALLISA LITED S5TA

1 [EENT

Notice that when you click a letter, it appears in the Search for box:

|

Nl B i i i O, B B P R, B, e e Bl e e A g e B A A A M A A B A ol A
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If the result list is long, you can refine your search by adding more letters in the Search for box. That way
only the banks beginning with those letters will appear on the list.

Standar o Banks

Searchby: |Bankblame s Searchfor: Har Search

Search byMame: & (B CIDIEIEIGIHINJIEILIMINICIEIGIE]

Advanted Search

Bank Name < Bank Identifier # City LFEFy L
HARRIMGTOMN BAME 053174238 LUMITED STATES
HARRINGTON BAME CHAPEL HILL UMITED STATES
HARRIMGTOMN BAMILFER 274103 CHAPEL HILL UMITED STATES
HARRI 271250647 CHICAED UMITED STATES
HARRIS BAMNK PALSTIME M 4 071 B24089 PALATIME LINITED STATES

BB ]G] E] ] (E]a] (0 ] e ][ nesa 10 ]

Besides simple searches, you can also perform more complex searches by combining search criteria on
the Advanced Search window. Procedures for all of these types of searches are given below.

ACH

To search for a bank by name, ABA number or country (simple search):

1. Go to the Banks page. (On the Payments menu, choose Banks.)

If you want to search the Preferred Banks list, use the search pane on the Preferred Banks
panel.

If you want to search the Standard Banks list, use the search pane on the Standard Banks
panel.

2. On the search pane, select a field from the Search by dropdown list.

Searchbw: |BankMName Searchfor; 071904355

Bank Name
Bank ldenftifier

[Country ¢ | L KILIMIMIQIE| QT T IR Y
Adhvanced Search 2 l 3 | 4

Search by Name:

3. Enter your criteria in the Search for box. (See Preferred Banks/Standard Banks Panel Help for
more information.)

4. Click Search.
All banks matching your criteria will be displayed in the bank list.

ACH

To search for a bank by first letter(s) (simple search):

1. Go to the Banks page. (On the Payments menu, choose Banks.)
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If you want to search the Preferred Banks list, use the search pane on the Preferred Banks
panel.

If you want to search the Standard Banks list, use the search pane on the Standard Banks
panel.

2. On the search pane, at Search by Name, click the first letter of the bank’s name. Only banks
starting with that letter will appear in the list. If more than one page begins with that letter, use the
page selection bar to page through the banks:

Searchby: | BankMame v Search for: |H
Search by Name: 5IEI£IEIEIEIEIEI% 2
Bank Manme =~ Hank Identifier # City # Country

101039742 KANSAS CITY UNITED STATES
101089700 KANSAS CITY
23razn ROCHELLE PARK UNITED
DF1916550 WEET BROOELYM
271984162 COUNTRY CLUB ITED STATES

BRI E]E]F e [a ][0 ] neet |[next 10]

3. If you want to refine your search, enter more letters in the Search for box.

Standard Banks

Search by | Bank Mame v: Saanch far: Ha|r|
Search by Mame: A|B|CIDIEIEIZIHINJIEILIMINIQIEISIEISITIVIYWETTTS 4
= Bank Identifier # City % Country #
053174239 CHAPEL HILL LINITED STATES
053174239 CHAPEL HILL LINITED STATES
053174103 CHAFEL HILL LINITED STATES
111250647 CHICAGD UMITED STATES
071924084 PALATIME LIMITED STATES

ENC]E] L CEIE ] E] (o] (o ] e | next 10

4. Click Search.

All banks matching your new criteria will be displayed in the bank list. (See Preferred
Banks/Standard Banks Panel Help for more information.)

ACH

To search for a bank using compound criteria (advanced search):

1. Go to the Banks page. (On the Payments menu, choose Banks.)

If you want to search the Preferred Banks list, use the search pane on the Preferred Banks
panel.
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If you want to search the Standard Banks list, use the search pane on the Standard Banks
panel.

2. On the search pane, click Advanced Search.

Searchby: |BankName  + Search for: |

Advanced Search 2 I

3. When the Advanced search window appears, enter your criteria in one or more boxes. (See
(Advanced) Search Criteria Panel Help for more information.)

Search Criteria

Bank Identifier: |

Country: |

4. Click Search.

Only banks matching all your criteria will be displayed in the bank list.

TIP: When using Advanced Search, enter the minimum information necessary to locate the bank.
If you enter too much information and it isn’t entered exactly as listed, you might not find the bank
you’re looking for.

View information about standard banks

Standard banks can’t be edited, but you can view their information by clicking the bank information link on
the bank’s name. If the bank is on the Preferred Bank list, you can view its information on the View
Standard Bank page (Figure 28, below):

Company System Administrator Guide 89




CSA GUIDE
I EEE——————————————————————————

Figure 28: View Standard Bank Page

Home » Banks ¥ \iew Standard Bank »

View Standard Bank

Standard banks are maintained by the bank for your convenience. Lse this screen to remove the personalized standard bank from the prefared bank list

Bank Marme: HARFIS BAME Cityt  CHICAGD
Sireet Address: STHFLOOR ZipiPostal Code: GOE0E
Coumniiry:  Linited Stales
StatePegion: llinals
ABA: 271250847
Cancel Delete

biutton button

ACH

To view information about standard banks:

1. Go to the Banks page. (On the Payments menu, choose Banks.)
If the bank is in the Preferred Banks list, go to the Preferred Banks panel.

Otherwise, go to the Standard Banks panel.

2. On the banks list, click the name of the bank (bank information link). (You can search for the bank
using the search pane or by browsing bank list pages.)

Starubard Nanks 2 -]

Searching |Bank Mame = " 'Hams

T IL IMIM I 2IBIQIBISITINIYIIEY)E

Search by Mame: &8 CIDIEIEIG]

Adaner | s eanch
»

= L Iy

Bank ame = Hank ldentifie i

i
I E L HIOIEJQIR[S[TLY WA
ARRIS DA 271 250647 [ IC-'-I";-I--GMI.,-UI_I_I'I_IJILII'TI:IDL'IILTES

|
|
o bank on UNITED STATES |
|
|

HASRIS BRI PR ATIRE F A L 11 SHITELTSTATES

HARRIS COUNTY FEL

HARRIS HA .~ information O UNITED STATES
ink

HARRIS M.A ROSELLE (kR | LE LINITED STATES

T i B e, e e, i, B, Bty e, S, S M o oy B B el Bk Btk ko Bk Bl b ok R e e B b b el bl b b

If the bank is in the Preferred Bank list, the View Standard Bank page will be displayed. If the
bank is in the Standard Bank list, the Add Standard Bank page will be displayed.

3. When you have finished viewing the information, click Cancel.

________________________________________________________________________________________________________________________________|]
Company System Administrator Guide 90



CSA GUIDE

GRANTING ACH ENTITLEMENTS @

Pludbie e

When ACH is enabled, several account entitlements may be added to the Customize Account
Entitlements page (Figure 29, below):

Figure 29: ACH Account Entitlements
Home ¥ Administration 2 Managpe Users ¥ Admindsier User Entitlements ®» Entitle Accounts ® Cusfomize Accoumt Enftitlements

Customize Account Entitlements Tadsy's Date: Friday, Juy 9, 2

oo
Last Login: Friday, July &, 2010
Uze thig screen o administer antilements for all accownts aszociated wilh & apecific user,

Compaty Mame: WY SUPPLY COMPARNY Liser Name:  Gaspard Muil
User's Login i =crabch(l
ACH
Account
fuceouand Enfitlement Details Entitlements

Essential Business Checking - """ ""3614  Selac

Infarmation Reparting Services

O selectUnselect al [ Selectinselec sl
[ currenit Day * L Collections Collections [¥] Raordar Checks
[ Direct Daposit ] Girect Deposit

[ pisbursemants

B Previous Day [#] Check Inguiry

Slop Paymenis

[ Registar O pisbursemers

[ onling Stalements [J child Suppost O child Suppost

[¥] Raguest Check Copy
Raquest Staterment Copy
Diebil Card Pin Remin der

[¥] Daposit Copy Request

[ ot J pac

The account entitlements that appear on your screen depend on the ACH payment types your company
requested.

Possible ACH entitlements under the Payments category are

e Collections

o Direct Deposit
e Disbursements
e Child Support
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Possible ACH entitlements under the Templates category are

e Collections
e Direct Deposit
e Disbursements
e Child Support
(See Account Entitlement Details Panel Help for descriptions of entitlements or click one of the above

items. For more information on ACH functions, see the BMO Harris Online Banking for Small Business*™
Automated Clearing House (ACH) Guide.)

If you've granted CUSTOM account access to any users and you want them to access newly installed
functions, you have to modify their account entitlements to add these entitlements. If you don’t want them
to access the new functions, you don’t have to do anything. The CUSTOM setting automatically unselects
any new entitlements when they are added to the group. (See Types of Account Access.)

If you've granted FULL account access to users who should NOT access new functions, you have to
change their account access to CUSTOM and unselect the new entitlements. FULL access automatically
selects all new entitlements.

The procedure for setting account entitlements is given in the How to set custom account entitlements
section. (See also Customizing account entitlements.)

Enhanced Reporting |

In this section we discuss the administrative tasks associated with the Enhanced Reporting Option, an
add-on product that provides extra reports and lets users create their own custom reports. This feature
must be enabled by BMO Harris Online Banking.

With this product, the only administrative task is to grant users entitlements so they can access the
reports.

GRANTING ENHANCED REPORTING ENTITLEMENTS

Poudti- e

When the Enhanced Reporting feature is enabled, Enhanced Reporting account entitlements are added
to the Customize Account Entitlements page (Figure 28, below):
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Figure 28: Enhanced Report Account Entitlements

Houme ¥ Adminisiration ® Manage Users ¥ Aidmindster User Entitlerments ® Entitle Accounds ¥ Cusfomize Accomt Entitlements

Customize Account Entitlements Taday's Date: Frday, uly &

[
Las1 Login: Friday, July 8, 201
Lize thig screen to administer enfilemens for all accownts associated wilth & specific user.

Company Name: WY SUPPLY COMPANY
Users Login i scratch(l

User Marme:  Gaspard Nuil

Enhanced Reporting
Account
Aol Emlement Detads EﬂtitIE.‘ITIE.‘I'IT.S

Essential Busingss Checking - **** 461 Select All Se

Infanmation Reporting Sendces

[ salectlnselect Al [ selectUnselect Al
M current Diary ¥ Reorder Checks
[ Previous Day ] sop Paymenits

[ Registar

/ Currenl Day Reports
O Previous Day Reports

¥ Reguast Check Copy
] Requast Stabarnent Capry
O Debil Card Pin Reminder

¥ Deposit Copy Request

Crsendran Protection Line of Cred - *

m Save and Continue

These Enhanced Reporting entitlements appear under the Information Reporting category:

e  Current Day Reports

e Previous Day Reports

(See Account Entitlement Details Panel Help for descriptions of entitlements or click one of the above
items.)

If you've granted CUSTOM account access to any users and you want them to access newly installed
functions, you have to modify their account entitlements to add these entitlements. If you don’t want them
to access the new functions, you don’t have to do anything. The CUSTOM setting automatically unselects
any new entitlements when they are added to the group. (See Types of Account Access.)

If you've granted FULL account access to users who should NOT get access to new functions, you have
to change their account access to CUSTOM and unselect the new entitlements. FULL access
automatically selects all new entitlements.

The procedure for setting account entitlements is given in the How to set custom account entitlements
section. (See also Customizing account entitlements.)
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CSA GUIDE APPENDIX A: ENTRY FIELD HELP — Accounts Table

APPENDIX A: ENTRY FIELD HELP

Change Account Preferences Page

ACCOUNTS TABLE
Description/(Comments) Required Default Value Valid Entries/Choices Examples
Account (not editable) The name and number of the N/A N/A N/A “Essential Business Checking
bank account Freeerr9022”
Account Nickname | A short name for Account used on screens and The account’s “Business Checking”
reports description, “Money Market #1”
usually the type « »
of account (e.g., Money Market #2
“Essential
Business
Checking”)
Days Transaction Number of days the details of transactions are | Yes 30 Any whole number to a maximum “60”, “90”, “120”
History available online. of 547 (18 months)
Display On All Checkbox indicating whether this account is Yes (checked) Yes (Checked) = visible
Pages visible. If checked, the account is seen by all No (Unchecked) = hidden
users, unless a user’s access is explicitly
restricted via entitlements. If unchecked, it is
visible only to CSAs on the Change Account
Preferences, Entitle Accounts and Customize
Account Entitlements pages. (Default accounts
cannot be hidden.)
Default Account Account that is pre-selected on dropdown lists. | No No (Off) Yes (On) = Default Account
(The default account cannot be hidden — see No (Off ) = other account (Only one
above) account can be the default)
Once an account is selected, there
must always be a default account.
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Manage Delivery Options Page

APPENDIX A: ENTRY FIELD HELP — Delivery Options Table

DELIVERY OPTIONS TABLE

Nickname (Email)

Description/(Comments)

A short name describing the delivery option
(e.g., a category for the types of emails you
want delivered there)

Required

Yes

Default Value

Valid Entries/Choices

Examples

“Marketing Mailbox”

Device Type

Method of delivery

Yes

“Email”

Email [Other options to be added in
future releases]

E-mail Address

The email address to which to deliver
messages. (Currently email is the only delivery
option.) You may add or edit any secondary
email addresses here. (To edit the primary
email address, click the link to the Administer
User Entitlements page (multi-user system) or
to the Change Primary Email Address page
(single-user system).)

Yes

A valid email address

“My.Name@harrisbank.com”

Preferred
(not editable)

Checkbox indicating whether this is the primary
delivery address. (If you want to change the
preferred email address, you must change the
Primary Email Address on the Administer User
Entitlements page.)

N/A

Email address
entered in User
Information
Panel is selected

N/A

OptIn To
Marketing E-Mail

Checkbox indicating whether BMO Harris
Bank, Bank of Montreal or their affiliates may
send special offers, deals, promotions to this
address

No

No (unchecked)

Yes (checked)
No (unchecked)
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Create User/Administer User Entitlements pages

(NEW) USER INFORMATION PANEL

Poudti- e

Required

Default Value

Valid Entries/Choices

APPENDIX A: ENTRY FIELD HELP — (New) User Information Panel

Examples

Description/(Comments)

User's Login ID A unique ID used for logging into BMO Harris Yes = Must be 6-32 characters long Good: MYNAME_1
Online Banking. (Login IDs are not case = Can't contain: Bad: Name (too short);
sensitive.) & (ampersand) myName@harris.com (uses @
@ (at sign) and period (.))
= (equals)
‘ (single quote)
" (double quote)
% (percent)
. (period)
(space)
Temporary A sequence of characters used with Login ID Yes = Must be 8-32 characters long Good: MyPass_007
Password to log onto BMO Harris Online Banking. = Must have at least 1 letter and 1 Bad:
(Passwords are case sensitive.) numeral Bad Password (uses s
= Can't = Login ID ) pace, ho
= Can't contain: numerals);
& (ampersand) Bad.1% (uses period and %
@ (at sign) sign)
= (equals)
‘ (single quote)
" (double quote)
% (percent)
. (period)
(space)
Repeat Password Same as Temporary Password. Used to check | Yes Must be identical to Temporary
if Temporary Password was entered correctly. Password
Name (Title, First, The user's full name. (Only the first and last Yes
M., Last, Suffix) names are required.)
E-mail Address The user's e-mail address. Used to send No Must have a valid e-mail address user@harrisbank.com

security alerts to the user. Security alerts are
always sent to the user’s Online Banking
Message Center. This option sends an
additional alert to the user’s e-mail address.
(Necessary if the user's Login ID or password
is changed.)

format
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CSA GUIDE APPENDIX A: ENTRY FIELD HELP — (New) User Information Panel

Description/(Comments) Required Default Value Valid Entries/Choices Examples
Primary Phone The user's phone number. (For CSA's No Must use a standard telephone 718-554-1327
reference only. Not used by Online Banking.) format with hyphens or spaces (718) 554-1327
separating numerals. +1718-554-1327

Country codes must be preceded 554-1327 x123
by a plus sign (+). Extensions may
be used if preceded by an 'X'.

Secondary Phone User's alternative phone number. (For CSA's No (Same rules as for Primary Phone)
reference only. Not used by Online Banking.)
Fax Number The user's fax number. No (Same rules as for Primary Phone)
User Status Option button that turns the user ID on or off. Yes Yes (On) Yes (On) = Active
Only active IDs can log into BMO Harris Online No (Off) = Inactive
Banking.
Password Expires | Number of days a password may be used Yes 999 Any whole number
Every [] days before it expires. (Appears only on Administer

User Entitlements page via user name link).
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USER PERMISSIONS/USER ACCESS PANELS

APPENDIX A: ENTRY FIELD HELP — User Permissions/User Access panels

When panel is labeled “User Permissions” it is editable. When panel is labeled “User Access” it is not editable; the information is displayed for reference only.

Description/(Comments)

Required

Default Value

Valid Entries/Choices

Examples

Approver

(Optional feature — appears only if a feature
requiring approvals is installed.) Checkbox
indicating whether user is an approver. At least
one approver in addition to the originator is
necessary to complete transactions requiring
approval.

No

No (unchecked)

Yes (checked)
No (unchecked)

Bill Pay

(Optional feature) Checkbox indicating whether
user may make payments using the bill pay
service. (Enrollment required. Available only on
Administer User Entitlements page via edit
user link.)

No

No (unchecked)

Yes (checked)
No (unchecked)

User Access

Full — user is entitled to access all existing
accounts and functions as well as all future
accounts and functions

Custom — user is entitled to access specified
accounts and functions and may have personal
restrictions on transaction amounts.

None — user has access to no accounts or
functions

Make no changes — leave entitlements as
they are (available only on Administer User
Entitlements page)

Yes

“None”

Full / Custom / None / Make no
changes

Only one option can be selected.
(“Make no changes” option
available only on Administer User

Entitlements page via edit user
link)
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Entitle Accounts Page

B it

USER ENTITLEMENTS PANEL

Default Value

APPENDIX A: ENTRY FIELD HELP — User Entitlements Panel

Valid Entries/Choices

Description/(Comments)

Required

Examples

Entitle user for Checkbox indicating whether user can send No Depends on Yes (checked)
Secure Message encrypted messages with attachments. previously saved | Ng (unchecked)
Attachments (Maximum size = 5 MB. Not all attachments User Access.

are accepted. Valid file types are DOC, DOCX, Yes -- if “Full”

RTF, PDF, XLS, XLSX, CSV, JPG, BMP, PNG No -- if “None” or

and GIF.) “Custom”

Entitle user for Net | Checkbox indicating whether user can view the | No Depends on Yes (checked)
Worth Net Worth report for all company accounts and previously saved | No (unchecked)
any associated personal accounts. (Net Worth User Access.
report is located under the Accounts tab. If this Yes -- if “Full”

option is not selected the menu choice is
hidden.)

No -- if “None” or
“Custom”

ACCOUNT ENTITLEMENTS PANEL

Description/(Comments)

Required

Default Value

Valid Entries/Choices

Examples

Account (not editable) The name and number of the N/A N/A N/A “Essential Business Checking
Name/Number bank account FRE9022”
Full Custom None | Option button indicating which type of access Yes Depends on Full / Custom / None

the user has to the account: previously saved Only one option can be selected.

Full — grants full access to the account User Access.

(subject to transaction limits) with all current Full - if “Full

and future account entitlements. None -- if “None”

or “Custom”

Custom — grants access to the account with
selected entitlements. (If you select this option,
you will be required to set the account
entitlements.)

None — grants no access to the account. It will
be invisible to the user.
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Description/(Comments)

Required

Default Value

Valid Entries/Choices

APPENDIX A: ENTRY FIELD HELP — Account Entitlements Panel

Examples

Daily Limit The user's daily cumulative limit across all No (blank) Any amount >= 0 or (blank). Good: “1000.00” or “1000”
tra_nsa!ctl_ops for this account. (If a company (blank) = no limit; 0 = no Bad: “1,000.00” (uses comma) or
daily limit is also enabled, the lower limit shall transactions above $0 are allowed | “$1000” (uses dollar sign)
be applied.) —i.e., read-only access to account
If the user is an approver, cumulative Do not use “$” or “,” (comma).
transactions include both submitted and Dailv Limit tbe | th
approved transactions. Tgr?salcrzrt]ilorfaL?r:ﬁ € less than
Daily and per transaction spending limits '
pertain only to accounts that can initiate
payments or transfers.

Transaction Limit The user's per transaction limit for this account. | No (blank) (Same rules as for Daily Limit) “1000.00” or “1000”

(If a company transaction limit is also enabled,
the lower limit will be applied.) In batch
transactions, the transaction limit is applied to
the entire batch.

not “1,000.00” or “$1000”
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Customize Account Entitlements Page

Boldtieisme

APPENDIX A: ENTRY FIELD HELP — Account Entitlement Details Panel

Items on this page vary depending on products and services you have turned on. Basic entitlements as well as entitlements for some optional features discussed
in this guide are listed in the table. For other features not shown here, contact BMO Harris Online Services.

ACCOUNT ENTITLEMENT DETAILS PANEL

Description/(Comments)

Required

Default Value

Valid Entries/Choices

Examples

Information Checkbox indicating whether to select or Depends on Yes (checked)
Reporting unselect all the items in the Information previously saved | No (unchecked)
Reporting category. Account Access:
Yes -- if “Full” ;
No -- if “None” or
“Custom”
Current Day Checkbox indicating whether user may view No Depends on Yes (checked)
the Current Day activity report (Accounts > previously saved | Ng (unchecked)
Activity > Current Day.) If not, the account will Account Access.
not appear on selection menus for the report. If (See above)
the user is denied this entitlement for all
accounts, the option will be removed from the
user’s Accounts > Activity menu.
Previous Day Checkbox indicating whether user may view No Depends on Yes (checked)
the Previous Day activity report (Accounts > previously saved | No (unchecked)
Activity > Previous Day.) If not, the account will Account Access.
not appear on selection menus for the report. If (See above)
the user is denied this entitlement for all
accounts, the option will be removed from the
user’s Accounts > Activity menu.
Register Checkbox indicating whether user may view No Depends on Yes (checked)

the Account Register (Accounts > Activity >
Account Register.) If not, the account will not
appear on selection menus. If the user is
denied this entitlement for all accounts, the
option will be removed from the user’s
Accounts > Activity menu.

previously saved
Account Access.
(See above)

No (unchecked)
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Description/(Comments)

Required

APPENDIX A: ENTRY FIELD HELP — Account Entitlement Details Panel

Default Value

Valid Entries/Choices

Examples

Online Statements

Checkbox indicating whether user may view
online mortgage statements (Accounts >
Mortgage Statements). If not, the account will
not appear on selection menus. If the user is
denied this entitlement for all mortgage
accounts (or if your company has no mortgage
accounts), the option will be removed from the
user’'s Accounts menu.

No

Depends on
previously saved
Account Access.
(See above)

Yes (checked)
No (unchecked)

Current Day
Reports
(Enhanced
Reports option)

Checkbox indicating whether user may view
and create Current Day Enhanced Reports
(Accounts > Reports). If not, the account will
not appear in the reports. If the user is denied
this entitlement for all accounts, all Current
Day reports will be removed from the user’s
Standard Reports Panel. If the user is denied
access to both Current Day and Prior Day
reports for all accounts, the Reports option will
be removed from the user’'s Accounts menu.

No

Depends on
previously saved
Account Access.
(See above)

Yes (checked)
No (unchecked)

Previous Day
Reports
(Enhanced
Reports option)

Checkbox indicating whether user may view
and create Prior Day Enhanced Reports
(Accounts > Reports). If not, the account will
not appear in the reports. If the user is denied
this entitlement for all accounts, all Prior Day
reports will be removed from the user’s
Standard Reports Panel. If the user is denied
access to both Current Day and Prior Day
reports for all accounts, the Reports option will
be removed from the user's Accounts menu

No

Depends on
previously saved
Account Access.
(See above)

Yes (checked)
No (unchecked)

Payments

Checkbox indicating whether to select or
unselect all the items in the Payments
category.

No

Depends on
previously saved
Account Access:
Yes --if “Full” ;
No -- if “None” or
“Custom”

Yes (checked)
No (unchecked)
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Description/(Comments)

Required

APPENDIX A: ENTRY FIELD HELP — Account Entitlement Details Panel

Default Value

Valid Entries/Choices

Examples

Transfers Checkbox indicating whether to allow user to No Depends on Yes (checked)
make transfers to or from this account. previously saved | Ng (unchecked)
If not, the account will be removed from Account Access.
selection menus. If the user is denied this (See above)
entitlement for all accounts, the Transfers tab
will be removed from the user’s screens.
Collections Checkbox indicating whether to allow user to No Depends on Yes (checked)
(ACH option) make ACH collections with this account. previously saved | Ng (unchecked)
(Payments > ACH > Create Business Account Access.
Collection; Payments > ACH > Create (See above)
Personal Collection.)
If not, the account will be removed from
selection menus. If the user is denied this
entitlement for all accounts enrolled in ACH,
the options will be removed from the user’s
Payments > ACH menu.
Direct Deposit Checkbox indicating whether to allow user to No Depends on Yes (checked)

(ACH option)

make ACH direct deposit payments from this
account. (Payments > ACH > Create Direct
Deposit). (Direct deposits can be made to one
or more recipients at a time. Usually used for
payroll.)

If not, the account will be removed from
selection menus. If the user is denied this
entitlement for all accounts enrolled in ACH,
the options will be removed from the user’s
Payments > ACH menu.

previously saved
Account Access.
(See above)

No (unchecked)
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Description/(Comments)

Required

APPENDIX A: ENTRY FIELD HELP — Account Entitlement Details Panel

Default Value

Valid Entries/Choices

Examples

Disbursements Checkbox indicating whether to allow user to No Depends on Yes (checked)
(ACH option) make ACH disbursements from this account. previously saved | Ng (unchecked)
(Payments > ACH > Create Business Account Access.
Disbursement; Payments > ACH > Create (See above)
Personal Disbursement.) (Disbursements can
be made to a single business entity or to an
individual.)
If not, the account will be removed from
selection menus. If the user is denied this
entitlement for all accounts enrolled in ACH,
the options will be removed from the user’s
Payments > ACH menu.
Child Support Checkbox indicating whether to allow user to No Depends on Yes (checked)
Payment make ACH child support payments from this previously saved | Ng (unchecked)
(ACH option) account. (Payments > ACH > Create Child Account Access.
Support Payment). (Child Support payments (See above)
are made to Child Support authorities.)
If not, the account will be removed from
selection menus. If the user is denied this
entitlement for all accounts enrolled in ACH,
the options will be removed from the user’s
Payments > ACH menu.
Services Checkbox indicating whether to select or No Depends on Yes (checked)
unselect all the items in the Services category. previously saved | No (unchecked)
Account Access:
Yes --if “Full” ;
No -- if “None” or
“Custom”
Reorder Checks Checkbox indicating whether user may reorder | No Depends on Yes (checked)

checks for this account (Services > Reorder
Checks). If not, the account will be removed
from selection menus. If the user is denied this
entitlement for all accounts, the option will be
removed from the user’s Services menu.

previously saved
Account Access.
(See above)

No (unchecked)
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Description/(Comments)

Required

APPENDIX A: ENTRY FIELD HELP — Account Entitlement Details Panel

Default Value

Valid Entries/Choices

Examples

Stop Payments Checkbox indicating whether user may stop No Depends on Yes (checked)
payments (Services > Manage Stop previously saved | No (unchecked)
Payments). If not, the account will be removed Account Access.
from selection menus. If the user is denied this (See above)
entitlement for all accounts, the option will be
removed from the user’s Services menu.
Request Check Checkbox indicating whether user may request | No Depends on Yes (checked)
Copy copies of checks for this account (Services > previously saved | No (unchecked)
Request Check or Withdrawal Copy). If not, the Account Access.
account will be removed from selection menus. (See above)
If the user is denied this entitiement for all
accounts, the option will be removed from the
user’s Services menu.
Request Checkbox indicating whether user may request | No Depends on Yes (checked)
Statement Copy statement copies for this account (Services > previously saved | Ng (unchecked)
Statement Copy). If not, the account will be Account Access.
removed from selection menus. If the user is (See above)
denied this entitlement for all accounts, the
option will be removed from the user’'s
Services menu.
Debit Card Pin Checkbox indicating whether user may request | No Depends on Yes (checked)
Reminder a reminder of a forgotten PIN for this account previously saved | No (unchecked)
(Services > Request Debit Card Pin Account Access.
Reminder). If not, and all the accounts on this (See above)
card are also denied this entitlement for this
user, the option will be removed from the
user’s Services menu.
Deposit Copy Checkbox indicating whether user may request | No Depends on Yes (checked)
Request copies of deposits for this account (Services > previously saved | No (unchecked)

Deposit Copy). If not, the account will be
removed from selection menus. If the user is
denied this entitlement for all accounts, the
option will be removed from the user’s Service
menu.

Account Access.
(See above)
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Description/(Comments)

Required

APPENDIX A: ENTRY FIELD HELP — Account Entitlement Details Panel

Default Value

Valid Entries/Choices

Examples

Templates Checkbox indicating whether to select or No Depends on Yes (checked)
(optional — appears | unselect all the items in this category. previously saved | No (unchecked)
only if enrolled for Account Access:
ACH payments) Yes -- if “Full” ;
No -- if “None” or
“Custom”

Collections Checkbox indicating whether user may create No Depends on Yes (checked)
(ACH option) Collections templates (Payments > Templates previously saved | Ng (unchecked)

> Create Business Collection Template; Account Access.

Payments > Templates > Create Personal (See above)

Collection Template).

If not, the account will be removed from

selection menus. If the user is denied this

entitlement for all accounts, the option will be

removed from the user's Payments >

Templates menu.
Direct Deposit Checkbox indicating whether user may create No Depends on Yes (checked)
(ACH option) Direct Deposit templates (Payments > previously saved | Ng (unchecked)

Templates > Create Direct Deposit Template). Account Access.

If not, the account will be removed from (See above)

selection menus. If the user is denied this

entitlement for all accounts, the option will be

removed from the user’'s Payments >

Templates menu.
Disbursements Checkbox indicating whether user may create No Depends on Yes (checked)

(ACH option)

Disbursement templates (Payments >
Templates > Create Business Disbursement
Template; Payments > Templates > Create
Personal Disbursement Template).

If not, the account will be removed from
selection menus. If the user is denied this
entitlement for all accounts, the option will be
removed from the user's Payments >
Templates menu.

previously saved
Account Access.
(See above)

No (unchecked)
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Description/(Comments) Required Default Value Valid Entries/Choices Examples
Child Support Checkbox indicating whether user may create No Depends on Yes (checked)
(ACH option) Child Support Payment templates (Payments > previously saved | Ng (unchecked)

Templates > Create Child Support Payment Account Access.

Template). (See above)

If not, the account will be removed from
selection menus. If the user is denied this
entitlement for all accounts, the option will be
removed from the user’'s Payments >
Templates menu.
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Business Bill Pay Enroliment page

ACCOUNT INFORMATION PANEL

Description/(Comments)

Required

Default Value

APPENDIX A: ENTRY FIELD HELP — Account Information Panel

Valid Entries/Choices

Examples

Account The primary account that will be used to make | Yes (Must select from list of bank
bill payments. Any bill pay fees will be charged accounts)
to this account. (Select from dropdown list.)

Banks Page |ACH

PREFERRED BANKS/STANDARD BANKS PANELS

ACH

Default Value

Valid Entries/Choices

Search by

Description/(Comments)

A dropdown list showing fields you can search.

Search by is used together with Search for to
determine where to look for the value entered
value in Search by

Also used with Search for name. When a
Search for name letter is clicked, “Bank
Name” is automatically selected.

Required
No

Bank Name

Bank Name | Bank Identifier |
Country

Examples

Bank Name

Search for

An entry box for your search criteria. Does
partial word searches beginning with first
character in the field. Used with Search by to
which specifies which field to search for this
value. (To run the search, click the Search
button.)

Also used with Search for name. When a
Search for name letter is clicked, the letter is
entered in the Search for field.

No

(blank)

Any text. 40 characters maximum.

(Do not use quotes or special
characters unless they are in the
value you are searching for)

“Harris” -- returns all banks
beginning with the word “Harris”
(not case sensitive)

“H” — returns all banks beginning
with the letter “H”.
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Description/(Comments)

Required

APPENDIX A: ENTRY FIELD HELP — (Advanced) Search Criteria Panel

Default Value

Valid Entries/Choices

Examples

Search for name

A row of linked alphabet letters representing
the first letter in bank’s name. Clicking one of
these letters returns all the banks beginning
with this letter in the bank list. (not case
sensitive)

Used with Search by and Search for. When a
Search for name letter is clicked, the letter is
entered in the Search for field and the Search
by field is set to “Bank Name”; the search is
automatically executed. .

No

(none)

ABCDEFGHIJKLMNOP
QRSTUVWXYZ

(ADVANCED) SEARCH CRITERIA PANEL |ACH

This panel appears in a window when the Advanced Search button is clicked on a search pane.

Description/(Comments)

Required

Default Value

Valid Entries/Choices

Examples

Bank Name

Your search criteria for Bank Name. Does
partial word searches beginning with first

character in the field. (Search is not case

sensitive.) If you enter no criteria, all bank
names are selected.

Works with City, Bank Identifier and Country
in that all their search criteria are combined

When you click the Search button, all banks
with names matching the criteria you entered
are selected. If you entered search criteria for
other fields, only those banks that match the
combined criteria are displayed in the list.

No

Any text. 40 characters maximum.

(Do not use quotes or special
characters unless they are in the
value you are searching for)

“Harris” -- returns all banks
beginning with the word “Harris”
(not case sensitive)

If “Harris” is entered in Bank
Name, and “Chicago” is entered
in City, only Harris banks in
Chicago appear in the banks list.
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Description/(Comments)

Required

APPENDIX A: ENTRY FIELD HELP — (Advanced) Search Criteria Panel

Default Value

Valid Entries/Choices

Examples

City Your search criteria for City. Does partial word No Any text. 40 characters maximum. “Chicago” returns all banks
searches beginning with first character in the (Do not use quotes or special located in Chicago (not case
field. (Search is not case sensitive.) If you characters unless they are in the sensitive)
enter no criteria, banks from all cities are value you are searching for) “C” returns all banks located in
selected. cities that begin with “C”.
Works with Bank Name, Bank Identifier and “If “Harris” is entered in Bank
Country in that all their search criteria are Name, and “Chicago” is entered
combined in City, only Harris banks in
When you click the Search button, all banks Chicago appear in the banks list.
from cities matching your criteria are selected.
If you entered search criteria for other fields,
only those banks that match the combined
criteria are displayed in the list.

Bank Identifier Your search criteria for ABA codes. (The 9- No Any text. 40 characters maximum. “071924089” -- returns the single

digit American Banking Association routing or
transit code assigned to this bank.). Does
partial word searches beginning with first
character in the field. (Search is not case
sensitive.) If you enter no criteria, all banks are
selected.

Works with Bank Name, City and Country in
that all their search criteria are combined

When you click the Search button, all banks
with ABA numbers matching your criteria are
selected. If you entered search criteria for
other fields, only those banks that match the
combined criteria are displayed in the list

(Do not use quotes or special
characters unless they are in the
value you are searching for)

bank that was assigned this
code.

“0719” — returns all banks with
ABA codes that begin with this
number sequence.

If “Chicago” is also entered in
City, only banks in Chicago that
have ABA codes beginning with
this sequence appear in the
banks list.
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Description/(Comments) Required Default Value Valid Entries/Choices Examples

Country Your search criteria for Country. Does partial No Any text. 40 characters maximum. “United States” -- returns alll
word searches beginning with first character in (Do not use quotes or special banks that are located in the
the field. (Search is not case sensitive.) If you characters unless they are in the U.S. (not case sensitive)
enter no criteria, banks from all countries are value you are searching for) If “Bank of Montreal” is also
selected. entered in Bank Name, only
Works with Bank Name, Bank Identifier and BOM banks in the U.S. will
City in that all their search criteria are appear in the banks list.
combined

When you click the Search button, all banks
from countries matching your criteria are
selected. If you entered search criteria for
other fields, only those banks that match the
combined criteria are displayed in the list.

112



CSA GUIDE APPENDIX B: DECISION TREES — User Access Decision Tree
I —————————————————————————————,

APPENDIX B: DECISION TREES

USER ACCESS DECISION TREE

To determine which type of User Access to give a user, answer these four questions, then use the decision tree below to look up the recommended setting.

1.

Does this user need access to account information or other user entitlements?
Usually Online Banking users do need some kind of account access, even if only to read reports. Other user entitlements include access to things like
secure message attachments. Unless you want to restrict this person’s access to just the Message Center, the answer is YES.

Does this user need access to all accounts, including all future accounts?
This kind of access is rarely given to anyone besides a CSA. Normally, the answer is NO.

If this user does need access to all current and future accounts, do you want to set limits on the amounts this user can work with, per day or
per transaction?

This depends partly on how your company has been set up with BMO Harris Online Banking. If you have set up overall company limits, either by setting
maximum daily or transaction amounts or by setting approval thresholds, it may not be necessary to place personal limits. However, if you have no
company limits, you may want to consider setting personal limits for each user.

Does this user need all current and future account entitlements — i.e., access to all account functions, reports, payment types and services?

Again, much of this depends on how your company has been set up with BMO Harris Online Banking, what products and services you have, and whether
you plan on adding any new products or services in the future. The question is whether you want this user to get access to all of them and to any future
entitlements automatically, without explicit authorization for each one. If not, the answer is NO.
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Choose User
Access

Access to
accounts or to
other user

All current
and future
accounts?

Limits
on transaction
amounts?

Company

future account P
limits?

entittements?
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ACCOUNT ACCESS DECISION TREE

To determine which type of account access to give a user, answer these three questions. Then look up the recommended setting in the decision tree below.

1.

Does this user need access to this particular account?
If you want the account to be visible to this user, the answer is YES. You can always restrict what users see and do by customizing entitlements. If this
user shouldn’t even be aware of the account, however, the answer is NO.

Do you want to set limits on the amounts this user can work with, per day or per transaction?

This depends partly on how your company has been set up. If you have overall company limits, in the form of approval thresholds or of maximum daily or
per transaction amounts, it may not be necessary to place personal limits on this particular user. However, if you have no company limits, you may want to
consider setting personal limits for each user. Also, approvers cannot approve amounts that exceed their personal limits, so, if you want to specify
approval limits and this person is an approver, you’d have to do it here.

Does this user need all current and future account entitlements - i.e., access to all functions, reports, payment types and services for this
account?

Again, this depends on how your company has been set up with BMO Harris Online Banking, since the entitlements vary depending on what products and
services you have, and whether you plan on adding any new products or services in the future. The question is whether you want this user to get all these
entitlements by default, without explicit authorization for each one. If not or if you are unsure, the answer is NO.
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Choose user's
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APPENDIX B: DECISION TREES — Account Access Decision Tree
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Limits
on transaction YES
amounts?
Company
YES f“ O limits? YE

Set limits on
account
(Transaction,
Daily, or both)

future account
entitlements?

Xll current and
future account
entitlements?

YES

)

) 4

Q

116



CSA GUIDE Appendix C: Quick Links to Procedures

APPENDIX C: QUICK LINKS TO PROCEDURES

To log in to BMO Harris Onling BanKiNg: .........cceiiiiiiiiiiiiiii ettt e e e e e e e e e s enarae e e e e e e e annnnes 5
TO ChANGE YOUI PASSWOIT: ...ttt ettt ettt ettt ettt e e e s bttt e e b bt e e e e b et e e aab bt e e e nbb e e e e aabb e e e e anbbeeeeeanee 8
To create YOUr SECUIILY PrOfil: ... ..o i e b 9
To log out of BMO Harris Online Banking for Small BUSINESS: ...........coiiiiiiiiiiiiii e 11
To go to the Change Account PreferenCes Page: ... ... 13
To change an account’s NICKNAMIE: ........oiuiiiiiiie et rb e e st e e st e e e s aabeeeeeaae 13
LI 1 Le L= =T g IR= el oo 1U | PRSP 14
TO UNNIAE @8N @CCOUNTE ...t e e et e e e e e e e e n e e e e en e e e s enreeeeeanee 14
To change an account’s transaction history Setting: ...........coooooiiiiiiii e 15
To set @ default @CCOUNT:........ooiii ettt e b e nnee e 16
To go to the Manage Delivery OptioNS PAgE: ...oiceeiiiiuiiiiiie ettt e e e e s e e e e e e e e s aeeaaeeesennnes 17
To receive marketing MailiNgsS: .....cooo e i 18
To cancel marketing MailingS:.....ccoo oo 18
To add a secondary email adArESS: .......coiuuiiiiiiie e e 19
To delete a secondary email adArESS: ........ooii i 20
To go to the Manage Users page: , S e 23
To go to the Create User page: Mo e 25
To add a new user (create from sCratCh): | o e 26
To add a new user (copy from an existing profile): , o e 29
To go to the Administer User Entitlements page: M= ... 31
To edit user information Or PermMIiSSIONS: | e 32
To copy permissions and entittlements from one user to another: | S&&* 33
To set a user's password expiration: , BEE= 34
To reset @ USer's passWord: | e e 35
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To change a user's Login |D Status: e e 36
O delete @ USer: o e 37
To set a User's access (general): | e 43
To go to the Entitle Accounts page: Mo e 44
To set a user's access to an account: B e 47
To set a limit on a user’s daily (cumulative) transactions for an account: , &= 48
To set a limit on a user’s transactions (per transaction) for an account: , ™= 48
To assign other user entitlements: | MEE= s 50
To go to the Customize Account Entitlements page: o e 52
To customize a user’s account entitlements: 8= 54
To view a user’'s Custom Entitlements report: S8 55
To grant the Approver entitlement: | SEE= 61
To check for pending approvals: M= . e 62
To approve a pending trans er: e e 62
To reject @ pending trans er: | e 63
T O AP PIOVE @ PaY M N e e 65
T O rE ECt @ PaY M N o e 65

To approve an entitlement change: n%. ................................................................................... 66

To reject an entitlement change: nﬁ. ........................................................................................ 67
To approve a template: @ L ﬁ | AT H e 68
ual Anorosal

[UFLAES
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. @ - @@@0000O0o__________________________________________________________|]
To reject a template: ,‘%, ............................................................................................ 69
To enroll your company in BMO Harris Business Bill Pay: | -8 8 ... e 72

To unenroll your company from BMO Harris Business Bill Pay: Bl Pay ) 74
To go to the Business Bill Pay Profile page: I 76
To enroll an account in BMO Harris Business Bill Pay: = 77
To unenroll an account from BMO Harris Business Bill Pay: L 77
To enroll a user in BMO Harris Business Bill Pay: , Se=* ] T 79
To unenroll a user from BMO Harris Business Bill Pay: , === L IR 80
To go to the Banks page: A | e 83
To add a standard bank to the Preferred Bank list (copy from list): ACH| 84
To delete a bank from the Preferred Bank list: ACH | e 84
To search for a bank by name, ABA number or country (simple search): ACH| o 87
To search for a bank by first letter(s) (simple search): ACH | e, 87
To search for a bank using compound criteria (advanced search): ACH| 88
To view information about standard banks: ACH e 90
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